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1
Decision/action requested

This document discusses the need for a new SID in SA3 to study the security aspects of UAS connectivity, identification, and tracking.
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Rationale

Using cellular connectivity to support Unmanned Aerial Systems (UAS) has become one of 3GPP’s concerns, given that the 3GPP system is able to provide ubiquitous coverage, high reliability, QoS, robust security, and seamless mobility for UAS operations.
In late 2019, ATIS (the Alliance for telecommunications Industry Solutions) has sent a liaison to 3GPP SA, indicating the need and importance for 3GPP SA to work on safe commercial flight solutions for UAVs around the world. Here are some related extracts from SP-190871[1]:
ATIS would like to bring to the attention of 3GPP SA that there is regulatory-oriented work ongoing in North America that requires support by the 3GPP system.
. . .
Also, on 11 June 2019 common European rules on UAVs (Commission Delegated Regulation (EU) 2019/945 & Commission Implementing Regulation (EU) 2019/947) have been published to ensure UAV operations across Europe are safe and secure. The new rules, being developed as a requirement by ICAO (International Civil Aviation Organization), include technical and operational requirements for UAVs, defining the capabilities an UAV must have to be flown safely (including UAV identification), and rules covering UAVs not requiring prior authorization as well as UAVs requiring certified aircraft and operators, and UAV authorization. The new rules will replace existing national rules in EU Member States.
. . .
Ensuring the 3GPP ecosystem puts in place the building blocks to enable regulatory requirements from North America, EU, and the International community that would enable the deployment of safe commercial flight solutions for UAVs around the world should be considered important work for 3GPP. Therefore, ATIS recommends ensuring that the FS_ID_UAS-SA2 study item is not de-prioritized by TSG SA and is included in the Release 17 work package. Otherwise such work would be delayed at least a year, which might lead aviation regulators to look to other technical options that exclude the 3GPP ecosystem, causing 3GPP to miss the opportunity for the foreseeable future.
Observation 1:
3GPP is expected to provide solutions considering the requirements from UAV regulators to enable the deployment of safe commercial flight solutions for UAVs around the world.
3GPP SA1 has been working on use cases and service requirements of UAV operations since 2018 [2] [3]. Following are the security requirements specified in TS 22.125[3.
[R-5.4-001] The 3GPP system shall protect the transport of data between the UAS and UTM.

[R-5.4-002] The 3GPP system shall protect against spoofing attacks of the UAS identities.

[R-5.4-003] The 3GPP system shall allow non-repudiation of data sent between the UAS and UTM at the application layer.

[R-5.4-004] The 3GPP system shall support the capability to provide different levels of integrity and privacy protection for the different connections between UAS and UTM as well as the data being transferred via those connections. 

[R-5.4-005] The 3GPP system shall support confidentiality protection of identities related to the UAS and personally identifiable information.

[R-5.4-006] The 3GPP system shall support regulatory requirements (e.g. Lawful Intercept) for UAS traffic.

Observation 2:
Based on the security requirements that are defined in SA1, SA3 is expected to take care of the above issues such as protection of transported data, protection against spoofing attacks of UAS identities, different levels of integrity and privacy protection for the different connections between UAS and UTM, etc.
SA2 has approved a study item [4] in 2018, which focuses on the architecture and system aspects of command and control functions meeting the needs of UAS. This study looks at the extent to which the 3GPP system can enable UAS components to establish the necessary connectivity between each other and UTM – for both line of sight connectivity and non-line of sight connectivity, and on the detection and reporting of unauthorized UAVs towards the UTM. In the SID proposal, SA3 was assumed to handle security aspects of UAS identification, authentication, and communications, as shown below.

8
Aspects that involve other WGs

Security aspects of UAS identification, authentication, and communications are to be handled in SA3.

Application layer aspects, if any, will require coordination with SA6 WG.

Observation 3:
SA2 counted on SA3 to handle the security aspects of UAS identification, authentication and communications.

SA6 [5] is now looking at the potential impact of UAS system on the application layer, in particular the application support/enabler functionalities for UTM and the service interactions between UAS and the UTM (e.g. fly route authorization, location management, group communication support). Based on SA6’s study, potential security issues have to be further analyzed and identified.

Observation 4:
SA3 has to investigate security key issues and solutions based on SA6’s study.

4
Detailed proposal
According to the analysis and observations above, there is a need for SA3 to lauch a study addressing the security requirements from SA1, SA2 and SA6, as well as investigating potential security issues and solutions to enable secure UAS operations in 5G.

