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3GPP™ Work Item Description

Information on Work Items can be found at http://www.3gpp.org/Work-Items 
See also the 3GPP Working Procedures, article 39 and the TSG Working Methods in 3GPP TR 21.900
Title: 
Study on security aspects of Connectivity, Identification, and Tracking 
Acronym: FS_UAS_SEC
Unique identifier: 
 
Potential target Release: Rel-17
Note that this field above indicates the proposed Release at the time of submission of the WID to TSG approval. It can later be changed without a need to revise the WID. The updated target Release is indicated in the Work Plan.
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Classification of the Work Item and linked work items
2.1
Primary classification
This work item is a … 
	
	Feature

	
	Building Block

	
	Work Task

	X
	Study Item


2.2
Parent Work Item 
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	
	
	
	


2.3
Other related Work Items and dependencies
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	810049 
	Remote Identification of Unmanned Aerial Systems
	Rel-16 stage 1 work item in SA1

	810019
	Enh. Unmanned Aerial Vehicles (UAVs), Stage 1
	Rel-17 stage 1 study item in SA1

	840083
	5G Enhancement for UAVs
	Rel-17 stage 1 work item in SA1

	820011 
	Study on supporting Unmanned Aerial Systems Connectivity, Identification, and Tracking
	Rel-17 stage 2 study item in SA2

	820026

	Study on application layer support for Unmanned Aerial System (UAS)
	Rel-17 stage 2 study item in SA6


3
Justification

To ensure that 5G system meets the needs of Unmanned Aerial Systems (UAS) (consisting of Unmanned Aerial Vehicles, UAV controllers and UAS traffic management), 3GPP working groups (including SA1, SA2 and SA6) have conducted several study and work items.

SA1 has completed a study into the potential requirements and use cases for remote identification and on the services to be offered based on remote identification of the UAS. In TS 22.125, several security requirements on remote identification of UAS have been identified. For example, protection of the transport of data between the UAS and UAS Traffic Management (UTM), protection against spoofing attacks of UAS identities, and the capability to provide different levels of integrity and privacy protection for different connections between UAS and UTM as well as the data being transferred via those connections, are all in the remits of SA3.
SA2 has approved a study item focusing on the architecture and system aspects of command and control functions meeting the needs of UAS. This study looks at the extent to which the 3GPP system can enable UAS components to establish the necessary connectivity between each other and UTM – for both line of sight connectivity and non-line of sight connectivity, and on the detection and reporting of unauthorized UAVs towards the UTM. In the SID proposal, SA3 was assumed to handle security aspects of UAS identification, authentication, and communications.
SA6 is now looking at the potential impact on the application layer, in particular the application support/enabler functionalities for UTM and the service interactions between UAS and the UTM (e.g. fly route authorization, location management, group communication support).
According to above investigations, it’s necessary for SA3 to launch a study handling the security requirements from SA1, SA2 and SA6, as well as investigating potential security issues and solutions to enable secure UAS operations in 5G.
4
Objective

The objectives of this study include:
· Investigate security key issues and potential security requirements related to UAS connectivity, identification and tracking
· Investigate solutions to meet the identified security requirements and mitigate risks brought by UAS in 5G system.
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Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	Internal TR

	33.XXX
	Study on security aspects of UAS connectivity, identification and tracking
	TSG #89

Sep 2020 
	TSG #90
Dec 2020
	Huang Xiaoting, China Mobile, huangxiaoting@chinamobile.com


	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks
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Work item Rapporteur(s)
Huang Xiaoting, China Mobile, huangxiaoting@chinamobile.com
7
Work item leadership

SA3
8
Aspects that involve other WGs
SA1 on service respects,
SA2 on system and architecture to support UAS,
SA6 on application layer aspects.
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Supporting Individual Members
	Supporting IM name

	China Mobile

	CATT

	Apple

	CAICT

	ZTE

	Qualcomm incorporated?

	AT&T?

	Telecom Italia?

	T-Mobile? 

	Deutsche Telekom？

	

	Interdigital?

	Ericsson?

	LG Electronics?

	Samsung?

	ORANGE?

	Nokia?

	Nokia Shanghai Bell?

	Huawei?

	HiSilicon?


