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1. Introduction
In last meeting SA3#97, the contribution S3-194142 on the AS rekeying failure on Xn-handover has been discussed. However, this issue is still open and it needs to be resolved during this meeting. 
For 5G NR, the AMF may initiate the AS level rekeying as a part of handover procedure during Xn-handover procedure. There is no detailed description about the AS rekeying failure scenario in the current TS 33.501. There will be ambiguity and contradiction in the current TS 33.501. And the unclear procedure will result in the execution problem in the gNB implementation.
In this contribution, we propose the following analysis and make two suggestions to resolve this issue. 

2. Discussion
In subclause 6.9.2.3.2, it states the AMF may activate a new 5G NAS security context with a new KAMF to initiate the AS level re-keying describes as follows:

If the AMF had activated a new 5G NAS security context with a new KAMF, different from the 5G NAS security context on which the currently active 5G AS security context is based, but has not yet successfully performed a UE Context Modification procedure, the sent NGAP PATH SWITCH REQUEST ACKNOWLEDGE message shall in addition contain a NSCI (New Security Context Indicator). …The gNB/ng-eNB shall in this case set the value of keySetChangeIndicator field to true in further handovers. The gNB/ng-eNB should in this case perform an intra-gNB-CU/intra-ng-eNB handover immediately and send appropriate response to the AMF.
The feature that the AMF may activate a new 5G NAS security context is added for 5G-NR, and it is introduced in the SA3#88bis for the motivation to merge the Path Switch process after Xn Handover with the AS rekeying process. For the AS key re-keying, the result may successful or failure. If the AS level re-keying fails, the AMF shall do  as described in subclause 6.9.4.4. In subclause 6.9.4.4 AS key re-keying, it states that,
“In the case of the AS level re-keying fails, the AMF shall complete another NAS security mode procedure before initiating a new AS level re-keying to ensures that a fresh KgNB is used.”
In TS 33.501, there is no description about the scenario for the AS level re-keying failure. So we give some discussion as follows.
There maybe two categories scenarios for the AS level re-keying failure. The first scenario is as the air interface signaling processing fails, such as integrity verification failure, then the AS level rekeying may fail or successful. See details in scenarios 1a, 1b, 1c, 1d. The second scenario, if the gNB has more interaction with the UE to deal with, such as RRC connection configuration messages for the last handover, so it will lead to the gNB cannot to updated the KgNB immediately. or the gNB will not send the Keychangeindication to the UE, then the AS rekeying handling in the gNB will fail.
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Figure 1 Scenario 1a
The scenario1a is shown as in Figure 1. If the gNB will activate the new KgNB’ after sending the RRC connection reconfiguration message, but the UE does not receive the downlink message as the air interface processing failure. It will lead to UE’ RRC connection reestablishment procedure. But the KgNB used between the UE and the gNB is different. The AS level rekeying will fail during the UE connection reestablishment procedure. The UE shall perform the RRC connection setup procedure as if it was in RRC idle mode. There is no need to initiate another NAS SMC for the AMF. 
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Figure 2 Scenario 1b

The scenario1b is shown as in Figure 2. If the gNB will activate the new KgNB’ after sending the RRC connection reconfiguration message, the UE receives the downlink message. The UE will update the KgNB to KgNB’. But the gNB does not receive the uplink response message as the air interface processing failure. It will lead to UE’ RRC connection reestablishment procedure. But the KgNB used between the UE and the gNB is same. The AS level rekeying will be successful during the UE connection reestablishment procedure. There is no need to initiate another NAS SMC for the AMF. 
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Figure 3 Scenario 1c

The scenario1c is shown as in Figure 3. The gNB will activate the new KgNB’ after receiving the RRC connection reconfiguration complete message. The UE does not receive the downlink message as the air interface processing failure. So the UE does not activate new KgNB’. And the gNB will not receive the uplink response message from the UE. It will lead to UE’ RRC connection reestablishment procedure. The RRC connection reestablishment procedure will be successful as the KgNB used between the UE and the gNB is same. But in order to activate the new KAMF’ It needs to initiate another NAS SMC for the AMF. That is, the AMF shall complete another NAS SMC and initiate a new AS level re-keying to ensures that a fresh KgNB. While there is no such an acknowledge message send from the gNB to the AMF both in the current TS 33.501 and the TS 38.413. In this case, the appropriate response send from the gNB to the AMF shall be clarified which is specified in subclause 6.9.2.3.2. Or the AMF cannot or does not know when to perform NAS SMC operations when AS rekeying fails on Xn-handover.
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Figure4 Scenario 1d
The scenario1d is shown as in Figure 4. The gNB will activate the new KgNB’ after receiving the RRC connection reconfiguration complete message. the UE receives the downlink message. The UE will update the KgNB to KgNB’. But the gNB does not receive the uplink response message as the air interface processing failure. It will lead to UE’ RRC connection reestablishment procedure. But the KgNB used between the UE and the gNB is different. The AS level rekeying will fail during the UE connection reestablishment procedure. The UE shall perform the RRC connection setup procedure as if it was in RRC idle mode. There is no need to initiate another NAS SMC for the AMF. 

[image: image5.emf]S-gNB

T-gNB AMF UE

K

AMF

’

Xn-Handover

Primary authentication and NAS SMC

PATH SWITCH REQUEST

Activate the new 

K

AMF

’

,derived the 

new K

gNB

PATH SWITCH REQUEST

new K

gNB,NCC=0

AS rekeying failure, 

still K

gNB

K

gNB

”

K

gNB

”

NAS SMC

Which Acknowledge messgae?


Figure 5 Scenario 2
The second scenario is shown as Figure 5. If the abnormal internal processing occurs in the gNB, the gNB receives the new KgNB, but it cannot to perform AS key rekeying with the UE immediately. The AS rekeying will fail. At this moment, the new KAMF which used between the UE and the AMF is different from the source KAMF which the KgNB used between the UE and the gNB based to. Then this KgNB will be discarded. So the AMF shall complete another NAS SMC and initiate a new AS level re-keying to ensures that a fresh KgNB. While there is no such an acknowledge message send from the gNB to the AMF both in the current TS 33.501 and the TS 38.413. In this case, the appropriate response send from the gNB to the AMF shall be clarified which is specified in subclause 6.9.2.3.2. Or the AMF cannot or does not know when to perform NAS SMC operations when AS rekeying fails on Xn-handover.
3. Detailed Proposal
Option 1 
In scenario 1a, 1b,1d, the AMF will not be involved to initiate another NAS SMC procedure as the AMF is not aware of the UE’s RRC handing procedure. Then the NAS SMC will not be activated certainly. The description specified in subclause 6.9.2.3 on the appropriate message should be cancelled. And the description specified in subclause 6.9.4.4 for the AS rekeying failure should be cancelled.
Option 2
In case of 1c and scenario2, a modification on the Handover Notify message is proposed. The definition of Handover Notify message can be defined in TS 38.413 is as follows:

This message is sent by the target NG-RAN node to inform the AMF that the UE has been identified in the target cell and the handover has been completed or failed.

Direction: NG-RAN node ( AMF.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.3.1.1
	
	YES
	ignore

	AMF UE NGAP ID
	M
	
	9.3.3.1
	
	YES
	reject

	RAN UE NGAP ID
	M
	
	9.3.3.2
	
	YES
	reject

	User Location Information
	M
	
	9.3.1.16
	
	YES
	ignore

	Rekeying failure 
	O
	
	X.X.X.X
	
	
	

	Failure cause code
	O
	
	X.X.X.X
	
	
	


In order to include the failure scenario, a new IE with the cause of the failure should also be included in the Handover Notify message. 
4. Conclusion
In order to make the current TS 33.501 more clearly, we kindly propose SA3 to analyze the scenarios of the AS key rekeying failure.

1. Make the AS key rekeying failure scenarios clearly and the corresponding processing both for the UE and network entity.
2. For the scenarios 1a, 1b and 1d, if the AS level rekeying fails, the RRC connection reestablishment or RRC connection setup will be initiate d by the UE, there is no need to do any operation for the AMF. So the specified in subclause 6.9.2.3 and 6.9.4.4 in the AS rekeying failure case should be cancelled.
3. For the scenarios 1c and 2, in order to clarify the suitable message, we kindly propose SA3 to send LS to RAN3 to confirm which message should be used. 
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