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* * * First Change * * * *


[bookmark: _Toc27593205][bookmark: _Toc24986283]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific 
[X]		3GPP TS 29.573: "5G System; Public Land Mobile Network (PLMN) Interconnection;Stage 3"

* * * Second Change * * * *

[bookmark: _Toc26875958][bookmark: _Toc19634890]13.5	Security capability negotiation between SEPPs
The security capability negotiation allows the SEPPs to negotiate which security mechanism to use for protecting NF service related signalling over N32. There shall be an agreed security mechanism between a pair of SEPPs before conveying NF service related signalling over N32.
When a SEPP notices that it does not have an agreed security mechanism for N32 protection with a peer SEPP or if the security capabilities of the SEPP have been updated, the SEPP shall perform security capability negotiation with the peer SEPP in order to determine, which security mechanism to use for protecting NF service related signalling over N32. Certificate based authentication shall follow the profiles given in 3GPP TS 33.210 [3], clause 6.2.
A mutually authenticated TLS connection as defined in clause 13.1 shall be used for protecting security capability negotiation over N32. The TLS connection shall provide integrity, confidentiality and replay protection.


Figure 13.5-1 Security capability negotiation
1.	The SEPP which initiated the TLS connection shall send a Registration Request message to the responding SEPP including the initiating SEPP’s supported security mechanisms for protecting the NF service related signalling over N32 (see table Table 13.5-1). The security mechanisms shall be ordered in the initiating SEPP’s priority order.  
2.	The responding SEPP shall compare the received security capabilities to its own supported security capabilities and selects, based on its local policy, a security mechanism, which is supported by both initiating SEPP and responding SEPP. 
3.	The responding SEPP shall send a Registration Response message to initiating SEPP including selected security mechanism for protecting the NF service related signalling over N32. 
Editor’s Note: The exact message names are FFS.
The Registration Request message and Registration Response message areHTTP method POST messagesasdefined in clause6.1.4.2 in TS 29.573
* * * End Change * * * *
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