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1 	Decision/action requested
Endorse the proposal for separate AUSF instances for internal and external services and the modified call flow
2	References
[1]	S3-193126	LS on AUSF role in slice specific authentication
[2]	S2-1910668 	Reply LS on AUSF role in slice specific authentication
[3] 	S3-194054	Discussion on LS from SA2 on AUSF role	
[4]             S3-194541     eNS Living CR
3. 	Discussion on AUSF security while interfacing with external AAA
In SA3#98 concerns were raised in S3-194054 on exposing AUSF to an external AAA for slice specific authentication. The main concerns were:
1) “the loation of AUSF in SA2’s perspective is closer to the edge of the PLMN, which is contradictory to the initial definition and the security architecture in SA3.  “
2) “the role of the AUSF as planned in SA2 is either a routing proxy or a protocol translator, which is not handling signalling/data as sensitive as that in SA3’s role. 
To house these two types of functionalities/roles under one roof, srong isolation is expected between the two modules. It defeats the purpose of having them together in one NF.  “
Proposals were: 
[bookmark: _Hlk32831806]“-	P1: AUSF shall NOT be involved in the slice-specific authentication procedure 
[bookmark: _Hlk32831833]-	P2: A new NF should be defined to perform the routing/proxy roles for slice-specific authentication and authorization 
[bookmark: _Hlk32831864]-	P3: AUSF shall be logically separated from the new NF. 
[bookmark: _Hlk32832200]-	P4: Whether AUSF can be physically collocated with the new NF is an implementation issue and shall not be mandated in the standard.  “
3.1 Discussion on proposals:
Propsal P1: “P1: AUSF shall NOT be involved in the slice-specific authentication procedure “
AUSF need to be involved in the slice specific authentication. When UE is roaming in a VPLMN, the AMF in the VPLMN knows only AUSF in the HPLMN to route the authentication request.
VPLMN doesn’t know the AAA server which will authenticate the UE for slice authentication. Hence AUSF in the HPLMN alone can route this authentication request to the correct AAA for the slice. It is not practical to assume that every VPLMN would know how to route to the slice authentication AAA-S when the UE is roaming.
Proposal P2: “P2: A new NF should be defined to perform the routing/proxy roles for slice-specific authentication and authorization “

AUSF is the Authentication server function specifically defined for authentication services. Hence there is no need to designate another NF for slice specific authentication. A new NF just for slice specific authentication doesn’t justify the complexity in managing the different NFs in the network.
P3: “P3: AUSF shall be logically separated from the new NF.”
Logical separation of AUSF services between internal and external services is a reasonable argument. AUSF so far only offer authentication services to the internal NFs. But this separation can be achieved in SBA architecture, without much complexity. Instantiate one AUSF instance which will offer internal authentication services for example UDM authentication service. Instantiate another AUSF, which plays the role of the proxy AAA server, which will interact with external AAA, for slice specific authentication. The AUSF offering internal authentication is not exposed to the external AAA, external AAA or other external nodes will not know the address of the AUSF instances offering services. Separation of AUSF instances in to two distinct functionalities can address any potential threats from external parties and it can isolate the main AUSF instance offering primary authentication services. 
P4: “P4: Whether AUSF can be physically collocated with the new NF is an implementation issue and shall not be mandated in the standard.” 
The above proposal P3 allows a separate AUSF instance to communicate with external AAA. Such a separate AUSF can be configured to offer only authentication service to external AAA, over the already defined ‘SWa’ interface. 
This is shown below in the figure:
[image: ]

4	Detailed proposal
Call flow with separate AUSF instance for slice specific authentication is given below,


[image: ]
[bookmark: _Hlk32843323]1. 	For S-NSSAIs that are requiring Network Slice-Specific Authentication and Authorization, based on change of subscription information, mobility etc, or triggered by the Slice AAA-S, the AMF may trigger the start of the Network Slice Specific Authentication and Authorization procedure. The AMF may select Access Type to be used to perform the Network Slice Specific Authentication and Authorization procedure based on network policies.
2.	The AMF may request the UE User ID for EAP authentication (EAP ID) for the S-NSSAI in a NAS MM Transport message including the S-NSSAI of the H-PLMN.
3.	The UE provides the EAP ID for the S-NSSAI alongside the S-NSSAI in an NAS MM Transport message towards the AMF.
4.	The AMF sends the EAP ID to the AUSF instance which provides interface with the external AAA, in a Nausf_NSSAA_Authenticate Request (EAP ID Response, GPSI, S-NSSAI).
NOTE: AMF specifically requests NRF for discovery of the AUSF instance that provides proxy AAA service (AAA-P). 
If the AAA-P is present (e.g. because the AAA-S belongs to a third party and the operator deploys a proxy towards third parties), the AUSF forwards the EAP ID Response message to the AAA-P, otherwise the AUSF forwards the message directly to the AAA-S over the SWa interface. The AUSF routes to the request to the particular which AAA-S based on the NSSAI.
5.	The AUSF/AAA-P forwards the EAP Identity message to the AAA-S together with GPSI. The AAA-S stores the GPSI to create an association with the EAP Identity in the EAP ID response message so the AAA-S can later use it to revoke authorisation or to trigger reauthentication. The AAA-S uses the GPSI to identify for which UE and slice authorisation is requested. 
Editor’s Note: It is FFS whether the AAA-S needs the NSSAI of the UE to determine the specific Slice for which authentication is requested.
6-11.	EAP-messages are exchanged with the UE. One or more than one iteration of these steps may occur.
12.	EAP authentication completes. An EAP-Success/Failure message is delivered to the AUSF/AAA-P along with GPSI and EAP ID.
13.	The AUSF sends the Nausf_NSSAA_Authenticate Response (EAP-Success/Failure, S-NSSAI, GPSI) to the AMF.
14.	The AMF transmits a NAS MM Transport message (EAP-Success/Failure) to the UE.
15.	Based on the result of Slice specific authentication (EAP-Success/Failure), if a new Allowed NSSAI or new Rejected NSSAIs needs to be delivered to the UE, or if the AMF re-allocation is required, the AMF initiates the UE Configuration Update procedure, for each Access Type, as described in clause 4.2.4.2 of TS 23.502. 
Editor’s Note: This call flow needs further alignment with SA2
Editor’s Note: The msg name EAP ID in the flow needs alignment for clarity. 
Editor’s Note: It is ffs whether AUSF is involved in the call flow and whether S-NSSAIs can be sent to AAA-S.

5. Proposal 
1. It is requested to endorse the above call flow and description for adoption to the CR.
[bookmark: _GoBack]2. Use this as the basis for reply LS to SA2 to endorse the SA2 proposed solution.
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