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[bookmark: _Toc23347200]1	Decision/action requested
This document proposes a key management procedure for a SEAL service or VAL client to acquire key material from the S-KMS via the SEAL architecture.
[bookmark: _Toc23347201]2	References
[1]	3GPP TS 23.434 Service Enabler Architecture Layer for Verticals (SEAL); Functional architecture and information flows.
[2]	SP-190901 New WID on Security aspects of SEAL.

[bookmark: _Toc20237239][bookmark: _Toc23347202]3	Rationale
This pCR describes the procedure for a SEAL UE (VAL user) or VAL server requesting and receiving key management information from the SEAL KMS (S-KMS).
[bookmark: _Toc23347203]4	Detailed proposal

*****Start of 1st Change*****
[bookmark: foreword][bookmark: introduction][bookmark: references][bookmark: definitions][bookmark: clause4][bookmark: _Toc3886382]Y.2	S-KMS key management procedure
Y.2.1	General
To enable security for SEAL services, a SEAL KM client (located in either a SEAL UE or VAL server) may request key material applicable to a particular SEAL service, VAL client or user.
Prior to making a key management request to the SEAL KMS (S-KMS), the VAL client or VAL user shall be authenticated by the SEAL identity management service (clause X.Y.Z).  In addition, secure connections shall be established between the SEAL client and the S-KMS (reference point KM-UU) and the VAL server and the S-KMS (reference point KM-S) prior to any associated key management requests.
As a result of the SEAL identity management authentication procedure, an access token scoped for key management services is provisioned to the SEAL UE.  This access token is provided with each and every key management request to the S-KMS.
A VAL server is provisioned with an access token scoped for SEAL key management services and is provided with each and every key management request to the S-KMS.  The method for provisioning this access token into the VAL server is out of scope of this document.
Figure Y.2.1-1 shows the SEAL key management procedure.  A S-KM client may send a SEAL KM Request message to the S-KMS.  The S-KMS validates and processes the request and responds with a SEAL KM Response message.  The response contains key management material specific to the SEAL service or the VAL server request, or alternatively, an error code if the S-KMS encounters a failure condition.


Figure Y.2.1-1: SEAL key management procedure
The procedure in Figure Y.2.1-1 is described here: 
1.	The SKM-C establishes a direct HTTPS connection to the SKM-S. Steps 2 and 3 are within this secure connection.
2.	The SKM-C sends a SEAL KM Request message to the SKM-S. The request contains the authorization credentials obtained during authentication and message content specified in clause Y.2.2.
3.	The SKM-S authorizes the request and if valid, sends a SEAL KM Response message containing the requested key material (or error code) as specified in clause Y.2.3. 
As a successful result of this procedure, the VAL UE or VAL Server has securely obtained service specific key material for use within the VAL system.
[bookmark: _Toc3886384]Y.2.2	SEAL KM Request message
A S-KM client may send a SEAL KM Request message to the S-KMS.  This request shall be confidentiality and integrity protected and shall contain the access token acquired during the SEAL identity management authentication procedure (clause X.Y.Z).
The content of the SEAL KM Request is shown in Table Y.2.2-1.
Table Y.2.2-1: Contents of a SEAL KM Request 
	Name
	Description

	Version
	The version number of the SEAL key management request (0.0.0).

	UserUri
	URI of the service, user or client making the request.

	SKmsUri
	The URI of the S-KMS to which the request is sent.

	ClientId
	(Optional) A string representing the client

	DeviceId
	(Optional) A string representing the device

	ServiceId
	(Optional) A string representing the SEAL service related to the VAL client or user.

	UserId
	(Optional) A string representing the user

	Date/Time
	The Date and Time of the request.  This number represents the number of seconds from 1970-01-01T0:0:0Z as measured in UTC.



Upon receipt of a SEAL KM Request message, the S-KMS shall verify that:
-	the access token is valid.
-    the signature is valid.
-	the SKmsUri is the S-KMS URI.
-	the Time is within a recent time window (e.g. 5 seconds).
If valid, the request is accepted and processed by the S-KMS.
[bookmark: _Toc3886392]Y.2.3	SEAL KM Response message	
The SEAL KM Response message is sent to the S-KMC in response to a SEAL KM Request message.
The SEAL KM Response message is shown in Table Y.2.3-1.  A successful SEAL key management procedure results in a SEAL KM Response message which typically includes a payload containing key management information uniquely applicable to the requested service, client or user.  If an error occurs, an error code may be returned in the response message.  The Payload may be protected end-to-end between the S-KMC and S-KMS depending on the applicability of the underlying service making the request.  The method for securing a Payload end-to-end between the S-KMC and the S-KMS is outside the scope of this document.

Table Y.2.3-1: Contents of a SEAL KM Response message
	Name
	Description

	UserUri
	URI of the user for which the response is intended.

	SKmsUri
	The URI of the S-KMS sending the response.

	SKmsId
	(Optional) The ID of the S-KMS providing the response message.

	Date/Time
	The Date and Time of the response.  This number represents the number of seconds from 1970-01-01T0:0:0Z as measured in UTC.

	ErrorCode
	(Optional) Reason code indicating the failure of the requested action.  If not present, the key management request is assumed to be successful. 

	Payload
	(Optional) Key management payload specific to the VAL user, client or application.  This field may not be present if 1) an error occurs or 2) if the request does not require a payload.




[bookmark: historyclause] *****End of 1st Change*****
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