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********** START OF 1st CHANGE **********
4.2.2.1.Y
Prevent KeNB Keystream re-use at SeNBs
Requirement Reference: TS 33.401 [3], clauses E.1.2 
Requirement Description: “The SCG Counter is used as freshness input into S-KeNB derivations as described in the clause E.2.4, and guarantees, together with the other provisions in the present clause E, that the KUPenc derived from the same S-KeNB is not re-used with the same input parameters as defined in Annex B of the present specification. The latter would result in key-stream re-use.” As specified in TS 33.401 [3], clause E.1.2.
Threat References: TBA

Test Case: 
Test Name: TC_KeNB_Keystream_Reuse
Purpose:

Verify that keystream re-use does not occur in dual connectivity. 

Pre-Conditions:

Test environment with MeNB, SeNB A, SeNB B and UE, all of which may be simulated. 

Execution Steps:

1. UE establishes dual connectivity with MeNB and SeNB A. MeNB establishes security between SeNB A and UE.
2. MeNB generates S-KeNB for SeNB A and sends it to the SeNB A over the X2-C.
3. UE drops coverage by SeNB A and establishes connection with SeNB B while still shares the same AS security context with MeNB. UE establishes dual connectivity with MeNB and SeNB B.
4. MeNB establishes security between SeNB B and UE.

5. MeNB generates S-KeNB for SeNB B and sends it to the SeNB B over the X2-C. 

Expected Results:

MeNB generates different S-KeNBs for SeNB A and for SeNB B.
Expected format of evidence:
Snapshots containing the result.
********** END OF 1st CHANGE **********
