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1
Decision/action requested

This pCR proposes to made some polishment on the security establishment procedures on the policy neogotiation between peer UEs..
2
Rational

There is one Editor’s Note on the security policy need to be addressed: 

Editor’s note: The security policy handling related part needs to be clearly defined. It is FFS that how the initiating UE and the receiving UE deal with the security policy, e.g., whether to accept the communication or not with their security policy and local policy
This pCR proposed to add the security policy negotiation description in security establishment procedure in PC5. Both UE_1 and UE_2 shall have flexibility to negotiate the security policy. 
After UE_1 send the DCR to UE_2, UE_2 shall make decision on whether to accept the connection based on UE_1’s security policy. 
3
Detailed proposal

SA3 is kindly requested to agree to the below pCR to TS33.536.
********************** First Change ****************************

5.3.3.1.4
Security establishment procedures  

5.3.3.1.4.1 
General  

Clause 5.3.3.1.4.2 describes the security policy and how the UEs handle the policy. There are two different cases when an overall security context may be established; to set up a new connection and to re-key an ongoing connection. These cases are described in clauses 5.3.3.1.4.3 and 5.3.3.1.4.4 respectively. Clause 5.3.3.1.4.5 describes the establishment of security for a user plane bearer. 

5.3.3.1.4.2 
Security policy 

5.3.3.1.4.2.1
General

The NR PC5 link shall support activation or deactivation of security based on the network security policy similar to Uu, as defined in TS 33.501[6]. Security policy for PC5 link shall be provisioned for NR PC5 V2X communication as well, as detailed in clause 5.3.3.1.4.2.2 of this document and handled as detailed in clasue 5.3.3.1.4.2.3 of this document.

5.3.3.1.4.2.2

Procedure for security policy provisioning for NR PC5 link

For handling the security policy for the NR PC5 link, the PCF shall also provision the UP security policy per V2X application, during service authorization and information provisioning procedure as defined in TS 23.287 [2]. 

5.3.3.1.4.2.3

Security policy handling

For NR PC5 Unicast the UE shall be provisioned with the following security policy:

The list of V2X services, e.g. PSIDs or ITS-AIDs of the V2X applications, with Geographical Area(s) and their security policy which indicates the following:

•
Signalling integrity protection: REQUIRED/PREFERRED/OFF

•
Signalling confidentiality protection: REQUIRED/PREFERRED/OFF

•
User plane integrity protection: REQUIRED/PREFERRED/OFF

•
User plane confidentiality protection: REQUIRED/PREFERRED/OFF

NOTE 1: No integrity protection on signalling traffic enables services that do not require security, e.g. emergency services.

Editor’s note: Whether policy is OFF or NOT NEEDED is FFS
The signalling integrity protection security policy being OFF means that the UE shall only establish a connection with no security. The signalling integrity protection security policy being PREFFERED means that the UE may try to establish security but will accept the connection with no security.. With the integrity protection security policy set to REQUIRED, the UE may only accept the connection if a non-NULL integrity algorithm is used for protection of the signalling traffic.

For the other cases, a setting of OFF means that the UE shall only use NULL confidentiality algorithm for that traffic or apply no integrity protection, while a REQUIRED setting means that the UE shall use a non-NULL algorithm. If the security policy is PREFERRED, then the UE may accept any algorithm for that particular protection. One use of PREFERRED is to enable a security policy to be changed without updating all UEs at once.

At initial connection, the UE include its signalling security policy in the Direct Communication Request message. The UE(s) responding to this take account of this when choosing the algorithms in the Direct Security Mode Command message. The initiating UE can reject the Direct Security Mode Command if the algorithm choice does not match its policy.

When adding a V2X service to an existing connection, the UE responding to the request shall reject the request if signalling security in use does not match the policy for the new application.

The combination of security policies for UP Integrity Protection will result in the following activation of integrity protection:
Case 1: Both UP security policies indicate UP Integrity Protection "required", or one UP security policy indicates “required” and the other indicates “preferred”: 
Activation of UP integrity protection for each user plane bearer individually of the service type when the PC5 unicast is established. 
Case 2: Both UP security policies indicate UP Integrity Protection "preferred":

Activate or deactivate of UP integrity protection for each user plane bearer individually of the service type when the PC5 unicast is established based on local policy. 
Case 3: For the other scenarios besides Case 1 and Case 2:

Deactivation of UP integrity protection for each user plane bearer individually of the service type when the PC5 unicast is established.

For UP Ciphering Protection, the resulting activation is the same as the UP integrity protection activation.


5.3.3.1.4.3 
Security establishment during connection set-up

The clause describes how security is established during connection set-up. The signalling flow is shown in figure 5.3.3.1.4.3-1.


[image: image1.emf]UE_1 UE_2

1. Direct Communication Request (K

NRP

ID, UE_1 security capabilities, 

Nonce _1, MSB of K

NRP-sess

ID, UE_1's signalling security policy)

2. Direct Auth and Key Establishment

3a. Direct Security Mode Command(UE_1 security capabilities, Nonce_2, 

LSB of K

NRP-sess

ID, Chosen_algs, UE_1's signalling security policy)

4b. Direct Security Mode Complete ()

4a. Ready to send and 

receive user plane 

and signalling with 

new context

3b. Ready to receive 

user plane and 

signalling with new 

context

5. Send user plane 

and signalling with 

new context and 

delete old context

Figure 5.3.3.1.4.3-1: Security establishment at connection set-up
1.
UE_1 has sent a Direct Communication Request to UE_2. This message shall include Nonce_1 (for session key KNRP-sess generation), UE_1 security capabilities (the list of algorithms that UE_1 will accept for this connection), UE_1’s signalling security policy and the most significant 8-bits of the KNRP-sess ID. These bits shall be chosen such that UE_1 will be able to locally identify a security context that is created by this procedure. The message may also include a KNRP ID if the UE_1 has an exisiting KNRP for the UE that it trying to communicate with. The absence of the KNRP ID parameter indicates that UE_1 does not have a KNRP for UE_2. The message also contains Key_Est_Info (see subclause 5.3.3.1.3.2). 
2.
UE_2 shall reject the Direct Communication Request if UE_1’s signalling security policy is “NOT NEEDED” while UE_2’s security policy is “REQUIRED”. UE_2 shall also reject the Direct Communication Request if UE_1’s signalling security policy is “REQUIRED” while UE_2’s security policy is “NOT NEEDED”. UE_2 may initiate a Direct Auth and Key Establish procedure with UE_1. This is mandatory if the UE_2 does not have the KNRP and KNRP ID pair indicated in step 1, and signalling is needed to establish the keys for the particular use case.  
3.
UE_2 shall send the Direct Security Mode Command message to UE_1. This message shall only contain the MSB and optionally Key_Est_Info of KNRP ID and optionally Key_Est_Info if a fresh KNRP is to be generated (see clause 5.3.3.1.3).  UE_2 shall include Nonce_2 to allow a session key to be calculated and the Chosen_algs parameter to indicate which security algorithms the UEs will use to protect the data in the message. The Chosen-algs may only indicate the use of the NULL integrity algorithm if UE_2’s signalling security policy has integrity as OFF or PREFERRED. UE_2 shall also return the UE_1 security capabilities and UE_1’s signalling security policy to provide protection against bidding down attacks. UE_2 shall also includes the least significant 8-bits of KNRP-sess ID in the messages. These bits are chosen so that UE_2 will be able to locally identify a security context that is created by this procedure. UE_2 shall calculate KNRP-Sess from KNRP and both Nonce_1 and Nonce_2 (see Annex X.Y) and then derive the confidentiality and integrity keys based on the chosen algorithms (Annex X.Y). UE_2 shall integrity protect the Direct Security Mode Command before sending it to UE_1. UE_2 is then ready to receive both signalling and user plane traffic protected with the new security context. UE_2 shall form the KNRP-sess ID from the most significant bits it received in message 1 and least significant bits it sent in message 3.

4. 
On receiving the Direct Security Mode Command, UE_1 shall first check that the received LSB of KNPR-sess ID is unique, i.e. has not been sent by another UE responding this Direct Commuication Request. If the LSB of KNPR-sess ID is not unique, then UE_1 shall respond with a Direct Security Mode Reject message including a cause value to specify that the LSB of KNPR-sess ID is not unique. The peer UE-2 receiving a Direct Security Mode Reject message shall inspect the cause value and, if the cause is related to the session identifier uniqueness then, the UE-2 shall generate a new LSB of KNPR-sess ID and reply to UE-1 again (i.e., UE-2 shall send a Direct Security Mode Command message with the new LSB of KNPR-sess ID). UE-2 shall erase the former LSB of KNPR-sess ID from its memory. On receiving this new Direct Security Mode Command, UE_1 shall process the message from the start of step 4.  

If the LSB of KNPR-sess ID is unique, UE_1 shall calculate KNRP-sess and the confidentiality and integrity keys in the same way as UE_2. UE_1 shall check that the returned UE_1 security capabilities and UE_1’s signalling security policy are the same as those it sent in step 1. UE_1 shall also check the integrity protection on the message. UE_1 shall only accept the NULL integrity algorithm if its security policy for signalling indicates that integrity protection is OFF or PREFERRED. If both these checks pass, then UE_1 is ready to send and receive signalling and user planetraffic with the new security context. UE_1 shall send an integrity protected and confidentiality protected (with the chosen algorithm which may be the null algorithm) Direct Security Mode Complete message to UE_2. UE_1 shall form the KNRP-sess ID from the most significant bits it sent in message 1 and least significant bits it received in message 3. 

5.
UE_2 checks the integrity protection on the received Direct Security Mode Complete.  If this passes, UE_2 is now ready to send user plane data and control signalling protected with the new security context. UE_2 deletes any old security context it has for UE_1. 

********************** End of pCR********************
_1648624841.vsd
UE_1


UE_2


1. Direct Communication Request (KNRP ID, UE_1 security capabilities, Nonce _1, MSB of KNRP-sess ID, UE_1's signalling security policy)



