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**** START OF CHANGES ****
This document builds on the structure captured in Ericsson’s contribution at SA3#98e S3-200285. Nokia’s changes begin from clause 13.4.1.X.3.2. 
These changes are based on Nokia’s contribution at SA3#98e S3-200408, with new changes for this meeting color code differently.
13.4.1.X
Service access authorization in indirect communication scenarios
13.4.1.X.1
General
Editor's Note: General introduction to be added.
13.4.1.X.2

Authorization for indirect communication without delegated discovery procedure


[image: image1.emf]NF Service 

Consumer

SECOP

Authorization 

Server (NRF)

NF Service 

Producer

1. NNrf_AccessToken_Get Request

2. Nnrf_AccessToken_Get Response

(access token)

4. Sevice request 

(access token)

3. Discovery 

5. Sevice request (access token)

6. Service response

7. Service response

0. Discovery 

Figure 13.4.1.X.Y-1: Authorization and service invocation procedure
Discovery of the NF Service Producer:

0.
Optionally, the NF Service Consumer may discover the NF Service Producer before requesting authorization to invoke the services of the NF Service Producer.


NF Service Consumer authorization:

The NF Service Consumer and NRF perform the "Access token request before service access" procedure as described in clause 13.4.1.1. If the NF Service Consumer has already discovered the NF Service Producer (Step 0), it can also perform the "Access token request for a specific NF Producer/NF Producer service instance" procedure as described in clause 13.4.1.1.  
Service request:
The NF Service Consumer, SECOP, NRF and NF Service Producer perform the procedure "Indirect Communication without delegated discovery Procedure" described in clause 4.17.11 of TS 23.502 [8]. The following steps describe how the access token received in steps 1 and 2 is used in this procedure.
3.
If no cached data is available, the NF Service Consumer discovers the NF Service Producer via the SECOP. 

4.
The NF Service Consumer sends a service request for the specific service to the SECOP. The service request includes the access token for the NF Service Producer providing the service as received in step 5.

5.
The SECOP selects a NF Service Producer instance, performs the API root modifications and forwards the received request to the selected NF Service Producer instance. The request contains the token as received in 6. and valid for the NF Service Consumer.

6.
To authorize the access the NF Service Producer validates the token by verifying the signature and checking if the requested service is part of the token's scope. If the checks are ok the NF Service Producer processes the request and provides a response.

7.
The SECOP performs revers API root modifications and forwards the response.

13.4.1.X.3

Authorization for indirect communication with delegated discovery procedure (Model D)

13.4.1.X.3.0
General

Editor’s Note: General clause to be added
13.4.1.X.3.1
NF consumer has a direct connection with the NRF
In companion draft CR S3-201000
13.4.1.X.3.2
NF consumer does not have a direct connection with the NRF

The procedure in the clause applies to deployment scenarios where the NF consumer uses indirect communication model for all service requests.
Access Token Request during service access
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Figure 13.4.1.X.3.2-1 SeCoP obtaining access token using authentication based on NFc Identity assertion
1. The NFc shall send a service request message to the SCP with the following additional parameter SignedNFParms, which includes NFc Instance Id, Time stamp, SCP ID, NFc’s certificate and NFc’s signature.
2. The SeCoP performs discovery of the target NF producers and selects a target NF producer. 

3. The SeCoP sends the access token request message towards the NRF according to clause 13.4.1.1 with the following difference: It includes SignedNFParms obtained from the NFc in Step 1.
4. The NRF validates NFc’s signature based on the public key in the received certificate. and obtains NFc params included by the NFc. 
The NRF checks if the SCP that sent the message is allowed to represent the consumer. This is checked by comparing SCP ID sent by the NFc with the SCP ID of the SCP that sent the message.
The time stamp is verified to detect replay attacks.
The NRF retrieves NFc’s identity on behalf of which the SCP is obtaining an access token.
5-6. The NRF authorizes the NFc and generates a digitall signed access token as specified in clause 13.4.1.1.

7. The NRF shall send access token to the SeCoP in the Nnrf_AccessToken_Get response operation.

8 The SeCoP sends the service request to the producer including the access token received in step 7.
Access token verification before service access 
The SeCoP connected to the NF producer (SeCoPp) receives the service request along with the access token. The SeCoPp forwards the service request to the NF producer. 
The NF producer verifies the integrity of the access token and performs steps as specified in “Service access request based on token verification” in clause 13.4.1.1.
**** END OF CHANGES ****
This clause is ��from Ericsson’s contribution at the last meeting S3-200285 


�The structure of this clause is based on S2-200285 and S3-200287 from the last meeting


�New text for this CR
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