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1
Discussion
In eLCS, there are still two outstanding editor's notes about name spaces for the names of the beacons to be detected. The reason for that is that the UE that want's to determine it's own location might receive an SSID / a device  name from a device in the vicinity that is not a beacon. As the presence of this device in the vicinity might be reported to the network operator, the location privacy of this device in the vicinity, and in case this being a mobile device, the location privacy of its user will be violated.
1.1 WLAN case

In order to avoid this, it is necessary to ensure that a network operator only collects measurements of devices that are meant to be used as beacons. During the SA3#98e meeting, two main proposals emerged:
Option SSID_1: Privacy by configuration, which allows a network operator to respect privacy: The network operator configures a list of SSIDs (with wildcards for pattern matching), for which the UE will provide measurements. This allows an LMF to define privacy compliant SSID lists, but also offers the possibility of accidental or intentional misconfiguration. It is unclear who would or could be held liable in case of privacy violating forwarding of location data of other users – the UE user, network operator, the tenant operating the LMF, or all of them?
Option SSID_2: Privacy by design, which mandates one global well defined string that needs to be included in the SSID. Presence of the string in the SSID constitutes opt in by the access point operator, that the access point can be used as beacon. Furthermore, the network operator configures a list of SSIDs (with wildcards for pattern matching), for which the UE will provide measurements.The UE checks for presence of the global well defined string in the SSID before forwarding the measurement, thus avoiding misconfiguration of the inclusion list. Because the security architecture already assumes network operator control of the access points used as beacons, the network operator can configure the SSIDs to include the global well defined string.

Therefore, it is proposed to use Option SSID_2.

Option MAC_1: There was further a proposal to send a list of MAC addresses to the UE to report on. This list could also include wildcards for bit pattern matching. Inclusion of bit pattern matching only makes sense if the operator has control over the namespace, i.e. can ensure that the selected MAC address pattern is only used by beacons. This would be possible if the operator or 3GPP would register an OUI (Organizationally Unique Identifier). Without this, the MAC address list offers the same space for misconfiguration. 
Because the benefits of inclusion of a MAC address list are not tangible without registration of an OUI, it is proposed to reject Option MAC_1. If use cases for Option MAC_1 can be presented, from privacy perspective, it would be acceptable in combination with Option SSID_2, such that the access point to be reported on also broadcasts an SSID containing the global well defined string.
1.2 Bluetooth case

The reason for all the complication for WLAN beacons is that WLAN does not have service discovery as part of its standard. Bluetooth, on the other hand does. Furthermore, considering that Bluetooth is a personal area network, i.e. usually the devices move together with a person, the probability of a privacy violation in reporting the wrong device is even greater.
Option BT_1: recreate the same mechanism for Bluetooth that is selected for WLAN.

Option BT_2: make use of the service discovery mechanism that Bluetooth defines. Therefore, the UE will only report Bluetooth measurements for those Bluetooth devices that offer a "beacon" service. In addition, the network may provide a list of device names with wildcards, in order to further reduce the number of measurements that the UE will report on. Those devices that offer a beacon service can be considered as having opted in, so again this is privacy by design.

It is proposed to use option BT_2 instead of recreating what already exists.

2
Conclusion and Proposal
It is proposed to endorse the following proposals:
Proposal 1: Select option SSID_2 for WLAN: privacy by design. 
Proposal 2: Reject option MAC_1 for WLAN, unless use cases can be presented.
Proposal 3: Select option BT_2 for Bluetooth.
Based on the acceptance on proposals, the draft CR can be completed.
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