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1
Decision/action requested

This pCR proposes to derive a Temporary UE Identifier for AKMA purposes and store it in the UDM as part of the UE context during primary authentication. It is also proposed that this Temporary Identifier is also included in the AKMA Key Identifier.
2
References
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S3-200523 – AKMA draft TS 33.535 v0.3.0

3
Rationale

The AKMA Key Identifier (A-KID) needs to include some sort of UE identifier so that the UE’s AKMA context can be located in the network. It has been suggested that either GPSI or an Application (AF) specific identifier be used for this purpose. 

The use of GPSI is problematic for the following reasons: 

· GPSI is optional and it can not be assumed that the UE is always been configured with it

· The use of GPSI has privacy issues as it allows the AF(s) to track the UE (e.g., GPSI does not change across primary authentication or KAUSF change)
The use of AF specific identifier has the following issues:

· The UE context (e.g., UE’s subscription information in the UDM) in the HPLMN needs to be configured with one or more of these AF specific identifiers (note that each AF may have its own application specific UE identifier)

· Managing these AF specific identifiers in the network is cumbersome, particularly if it is short-lived and requires additional storage

· If the AF specific identifiers are long lived, it suffers from the similar privacy issues as for GPSI

· In certain scenarios (e.g., AF located outside of 3GPP network), the AF provider (i.e., the owner of the AF) may not want to reveal the application specific identifier(s) they use to identify the UE to the 3GPP network.

To overcome the above issues, it is proposed that as part of the primary authentication, the AUSF (that supports AKMA) derives a AKMA Temporary UE Identifier (A-TID) from the KAUSF and stores it in the UDM (as part of the UE’s context). A-TID can be derived as follows:

A-TID = KDF (KAUSF, “AKMA Temp UE ID”)

The UE also derives the A-TID in the same way as the AUSF and includes it in the “username” part of the AKMA Key Identifier. Note that A-KID is in NAI format and can be formatted as, for example,  “rid<rid-value>.atid<A-TID>@realm” where RID is the routing identifier and the realm includes sufficient information to route the request to the appropriate AKMA entity (e.g., either UDM and/or the AAnF) in home network. 
4
Detailed proposal

SA3 is kindly requested to approve the below pCR.
**** START OF CHANGES ****
6.1
Deriving AKMA key during UE registration

There is no separate authentication of the UE to support AKMA functionality. Instead, it reuses the 5G primary authentication procedure executed during the UE Registration to authenticate the UE. A successful 5G primary authentication results in KAUSF being stored at the AUSF and the UE.
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Figure 6.1-1 Deriving AKMA root key during UE registration

On a successful primary authentication, the AUSF shall generate the AKMA temporary UE identifier (A-TID) from KAUSF as A-TID = KDF (KAUSF, “AKMA Temp UE ID”) and store it in the UDM as part of the UE context. 
Editor’s Note: The A-TID derivation needs to be added in Annex A.
The AUSF shall generate the AKMA Anchor Key (KAKMA) as part of the UE Registration procedure.
The UE shall generate the AKMA Anchor Key (KAKMA) and the associated A-TID from the KAUSF in the same manner as the AUSF before initiating communication with an AKMA Application Function. The A-TID shall be included in the username part of the KAKMA key identifier.
The KAKMA key identifier identifies the KAKMA key of the UE from which other AKMA keys are derived.
The KAKMA key identifier shall be in NAI format with the username part consisting of the Routing Identifer and the A-TID. 
Editor’s Note: The realm part of KAKMA key identifier needs to include enough information for the AF to locate appropriate entities (e.g., UDM, AAnF/NEF) in the home network. This is FFS.
The key derivation of KAKMA shall be performed using the key derivation function (KDF) specified in TS 33.220 [4]. KAKMA is computed (as per Annex A.2) as KAKMA=KDF (KAUSF, "AKMA", SUPI), where the key derivation parameters consist of a static string "AKMA", and SUPI.


Editor’s Note: Whether the AUSF AKMA Anchor Key (KAKMA) during the primary authentication or as needed (i.e., on-demand), is FFS.
Since AKMA keys are based on KAUSF from primary authentication run, the AKMA keys can only be refreshed by running a fresh primary authentication. 
**** END OF CHANGES ****
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