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1
Decision/action requested

In this contribution, we propose a solution to address the security risks due to optional use of UP IP in 5GC as well as lack of UP IP support in EPC.
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Rationale
As proposed in a companion contribution [1], there is a need for a solution that addresses the security issues due to 
a) optional use of UP IP in 5GC (e.g., UE supports UP IP at full data rate but it’s use is not mandated in 5GC or UE does not support UP IP at full data rate); 
b) lack of support for UP IP in EPC; 

In this contribution, we propose a solution to address issues raised in the GSMA LS [2].
The proposed solution has the following two mitigations:

1) Use of DNS over (D)TLS (as specified in [5] and [6])

2) Disable the UE from responding to ICMP request(s) over the 3GPP network interface
Mitigation 1) addresses the risk of DNS redirection where an adversary modifies the IP header of the DNS request on not only over the air interface (as is the case with aLTEr attack [3]) but also anywhere along the path between the UE and the DNS server. 
For the DNS server(s) that are deployed in 3GPP networks (e.g., 5GC or EPC), use of DNS over (D)TLS by the UE can be supported by enhancing the existing 3GPP procedures for DNS configuration. In addition, (D)TLS profile(s) that provide integrity protection needs to be specified. 
NOTE: The UE can already be manually configured to use private DNS server(s) that support DNS over (D)TLS in the internet in certain mobile OS versions (e.g., https://developers.google.com/speed/public-dns/docs/using#android). This is already feasible and does not need to be specified in 3GPP. 

Mitigation 2) addresses the security risks of UE responding to ICMP requests described in IMP4GT [4]. In case there is a need for the UE to respond to ICMP requests, it can be re-enabled (e.g., by configuration) at the UE. In addition, it is possible for the network to limit the use of ICMP (e.g., limit the size of ICMP request and reply) to further reduce the risk. This can be done by network configuration and does not need to be specified. 
These two mitigations have significantly lower impact on the 3GPP system than other proposed solutions. Therefore, we propose that these mitigations are specified in 3GPP (e.g., Annex in TS 33.501 for 5GC and TS 33.401 for EPC) in Rel-16. 
If the proposal is agreed by SA3, necessary CRs to TS 33.501 and TS 33.401 can be agreed at the next SA3 e-meeting.
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Detailed proposal

SA3 is kindly requested to agree to the mitigations proposed in this contribution as a solution in Rel-16 for the issues raised in the GSMA LS [2].
