3GPP TSG-SA3 Meeting #98bis-e 














S3-200766
e-meeting, 14 – 17 April 2020













Revision of S3-20xxxx
Source:
Qualcomm Incorporated, vivo, Nokia, Nokia Shanghai Bell
Title:
On the GSMA LS on UP IP
Document for:
Approval

Agenda Item:
2.11
1
Decision/action requested

In response to the LS from GSMA on UP IP, we analyse the impacts of the security risks raised by the researchers and propose a way forward to address them.
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Rationale

As an action to the LS in [1], SA plenary tasked SA3 to “determine how to mitigate the identified security problems associated with user plane integrity from Release 16 onwards for UEs supporting Standalone NR connected to 5GC, including the proposal to mandate the support of full rate user plane integrity protection for those UEs, and report their progress at the next plenary.” (quote from slide #7 in [4]).
In this contribution, we analyse the security impacts of some of the issues identified in [2] and [3]. We also propose a way forward to address these security risks.
The root cause for the identified security issues is the potential for an attacker to redirect the DNS requests from the UE to a server that is under the attacker’s control (referred to as aLTEr attack in [2]). This is achieved by manipulating the IP header of the DNS request over the LTE air interface such that the destination IP address is modified to point to the DNS server that is under the attacker’s control. The IMP4GT attack described in [3] combines the aLTEr attack with security weakness of ICMP protocols (i.e., the IMP4GT attack requires successful launch of the aLTEr attack).
In order to mitigate the above risks, it has been suggested to mandate support of full-rate user plane integrity protection (UP IP) for UEs connecting to NR/5GC only. However, this is not enough to address these risks in 5GS unless the use of UP IP is also mandated for all PDU sessions. This is because, if the use of UP IP is not mandated, then the OTA traffic will be still vulnerable to these attacks.
Observation #1: Mandating support of full-rate UP IP for 5G UEs is not enough unless the use of UP IP is also mandated in 5GS.
Even if support and use of UP IP is mandated in 5GS, this still leaves subscribers who are connecting to EPC (e.g., 5GS coverage is not available and UE falls back to EPC using either via LTE or 5G NR or both) unprotected against these threats. For the foreseeable future, it is expected that many subscribers will be in this situation and susceptible to these risks. Therefore, any proposed solution should address scenarios where the UE will not be in NR/5GC coverage.
Observation #2: Solution(s) should be applicable to EPC.
Another important aspect that needs to be considered is the risk of DNS redirection using vulnerable network links (or nodes) in the path between the UE and the DNS server beyond the over-the-air interface. This includes not only network links (or nodes) within the 3GPP network that are not properly protected (e.g., NDS/IP not enabled or compromised 3GPP network node) but may also include links (or nodes) in the internet (in scenarios where the DNS server is located in the public internet). A successful exploit of such a vulnerability has similar impacts. Therefore, any proposed solution should address these risks as well.
Observation #3: Solution(s) should address the risk of DNS redirection in a generic way (e.g., including risks due to vulnerable network links (or nodes) beyond the air interface). 
Therefore, we believe that in order to properly address the security risks to 3GPP subscribers due to the risks identified in [2] and [3], SA3 needs to develop solution(s) that can address the aspects raised in the observations above. 
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Detailed proposal

In order to properly address the security risks to 3GPP subscribers due to the risks identified in [2] and [3], it is proposed that SA3 agree to develop solution(s) that can address the aspects raised in the observations above. 
