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1
Decision/action requested

This contribution proposes to modify the security context handling to account for the various RAN layer re-transmissions
2
References

[1]
TS 33.536 v1.0.0
3
Rationale

There is a slight issue for handling of re-transmissions when changing security context that is not covered by the current text. Even when the new security context is ready to use there may be outstanding RAN layer re-transmissions that are protected with the old security context. To simplify the handling of these, it is proposed that to allow the old security context to be allowed to protect these re-transmissions. 
The below pCR proposes text to address the below issue. 
4
Detailed proposal

It is proposed that SA3 approve the following pCR for inclusion in the TS [1].
**** START OF CHANGES ****
5.3.3.1.4.4 
Security establishment during re-keying

By rekeying, the UEs ensure fresh session keys KNRP-sess are used. Optionally the rekeying can also enforce refresh of KNRP. Either UE may rekey the connection at any time. This shall be done before the counter for a PDCP bearer repeats with the current keys. A rekeying operation shall refresh the KNRP-sess  and NRPEK and NRPIK, and may refresh KNRP. A rekeying operation follows the flows given in figure 5.3.3.1.4.4-1.
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Figure 5.3.3.1.4.4-1: Security establishment during rekeying

1.
UE_1 sends a Direct Rekey Request to UE_2. This message shall include Nonce_1 (for session key generation), UE_1 security capabilities (the list of algorithms that UE_1 will accept for this connection) and the most significant 8-bits of the KNRP-sess ID. These bits are chosen such that UE_1 will be able to locally identify a security context that is created by this procedure. The message may also include a Re-auth Flag if UE_1 wants to rekey KNRP. The message also contains Key_Est_Info (see subclause 6.5.4).  

2.
UE_2 may initiate a Direct Auth Key Establish procedure with UE_1. This is mandatory if  UE_1 included the Re-auth Flag and signalling is needed to establish KNRP.
3.
This step is the same as step 3 in 5.3.3.1.4.3 except that the chosen integrity algorithm shall only be NULL if the NULL integrity algorithm is currently in use and UE_1’s signalling security policy is not included in this message.

4.
This step is the same as step 4 in 5.3.3.1.4.3 except that UE_1 shall only accept the NULL integrity algorithm if the NULL integrity algorithm is currently in use and UE_1 does not check the returned siganlling security policy (as it is not sent in this case).  

5.
This step is the same as step 5 in 5.3.3.1.4.3, except that UE_2 may temporarily delay the deletion of the old security context in order to only process packets received due to the various RAN layer re-transmissions.
6. When UE_1 receives message integrity protected with the new security context, UE_1 may temporarily use the old security context to process packets received due to the various RAN layer re-transmissions and then delete the old security context. .

**** END OF CHANGES ****

