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Attachments:


1. Overall Description:

SA3 have been discussing the field in NR PC5 unicast PDCP header to index security context and have made two options. SA3 would like to ask RAN2 to analyse both options and make further progress on your work. 

SA3 requires that NR PC5 unicast messages shall be sent protected once security is established. The system shall provide means for indexing security context in order to use the correct security context to decrypt and check integrity. Based on the function as specified in TS 33.536, the Key ID (KNRP-sess ID) is used to signal which security context is being used, this however can also be indexed by using Layer-2 ID pairs (Source L2 ID and Destination L2 ID). Additionally, Key ID (KNRP-sess ID) was introduced into the PC5 PDCP header in 3GPP TS 33.303 to enable the receiver to decrypt with the correct security context for a short time during the rekeying procedure. A shorter indication can also be used to achieve a similar result if necessary, such as a 1-bit indicator to indicate either old or new security context shall be used during rekeying procedure. The appearance of Key ID leads to tedious PDCP header length and further decreases radio resource efficiency. For the above reasons, SA3 made the first option:
· Option 1: Key ID shall not appear in the PDCP header and a short indicator shall be carried in PDCP header to indicate either old or new security context shall be used during rekeying procedures.
Alternatively, SA3 made another option:

· Option 2: Key ID is carried in the PDCP header. The Key ID field is used to signal which security context is being used.

RAN2 are kindly asked to inform SA3 about their opinions regarding the above options.  
2. Actions:
To RAN2 group.

ACTION: 
SA3 asks RAN2 group to take the above options into account and to kindly inform SA3 regarding any decisions related to the field in NR PC5 unicast PDCP header to index security context.
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