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1
Decision/action requested

This pCR proposes to update the conclusions section 7.1 in TR 33.853.
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3
Rationale

In a liaison received from GSMA (SP-200021/RP-200038 [3]), GSMA urgently requests 3GPP to agree on mandatory UE support for full rate user plane integrity protection, given the security problems associated with not having mandatory user plane integrity protection for all UEs and for all data rates. After several rounds of discussions during SA#87e and RAN#87e, SA WG3 was asked to find a way forward on how to mitigate identified security problems associated with user plane integrity from Release 16 onwards, for UEs supporting Standalone NR connected to 5GC, including the proposal to mandate the support of full rate user plane integrity protection for those UEs, and report their progress at the next plenary.
As Philips, we agree that it makes sense to make it mandatory to support full data rate user plane integrity protection, as it greatly improves the security of 5G. For certain application domains (such as healthcare) user plane integrity protection is essential and oftentimes also legally required. However, during the discussions at SA#87e and RAN#87e, several companies, in particular some chipset and device vendors raised some concerns about the significant overhead associated with user plane integrity protection at high data rates. This was also reflected in in bullet 3 of the liaison response of RAN2 to SA3 (i.e. R2-1905455 [2]):

“3.  Whether the restriction on UP integrity protection for certain upper data rate per the UE capability as in release 15 is still applicable for release 16 UEs?

[RAN2 response] Due to the additional resources needed to support UP IP, it may be expected that not all tiers of UEs can support full data rate UP IP functionality. Therefore, Rel-16 may need to support UE capability for maximum UP IP data rate with more flexibility in signalling for different data rates (i.e. not just 64kbps and full data rate as in Rel-15). ”
It is important to note that the entire discussion in SA and RAN plenary, and the liaison from RAN2 are based on the solution of using the existing integrity protection at the PDCP layer. However, the SA3 study on User Plane Integrity Protection as documented in TR 33.853 v0.7.0 [1] also contains some solutions (such as solution #4) to drastically reduce the overhead of user plane integrity protection.

With the ever increasing data rates of 5G, with new frequencies being opened up for use by 3GPP (e.g. RAN WGs starting to work on 5G NR beyond 52.6 GHz in Release 17), the overhead of supporting user plane integrity protection at the PDCP layer may be significant. If nothing is done by SA3 to alleviate the concerns about the overhead of user plane integrity protection, this may lead to continued push back in RAN and SA plenary to make user plane integrity protection mandatory for all data rates. 

SA3 should therefore consider in the proposed way forward additional mechanisms to enable full data rate user plane integrity protection in a more efficient manner, in addition to PDCP based integrity protection, in order to alleviate the concerns about the overhead of user plane integrity protection. In particular, in this pCR we propose to consider solution #4 in TR 33.853 for further development during normative phase. Although it may be too late to specify this mechanism for release 16, if such mechanism could be made available in release 17, then vendors who may have to throttle the data rates in order to support full data rate PDCP-based integrity protection for release 16, will then at least have the option to be able to achieve higher data rates with less overhead for release 17 onwards.

This pCR proposes to update the conclusions section 7.1 accordingly.

NOTE: this pCR assumes that other pCRs for SA3#98bis-e will add the necessary text to make integrity protection mandatory for all data rates for release 16.

4
Detailed proposal
SA3 is kindly requested to approve the pCR to update section 7.1 with the changes as indicated below.

**** START OF pCR ****
It is concluded that the Rel-15 architectural approach of applying user plane integrity protection at NR PDCP layer in TS 33.501 is adopted as the basis for normative work for the following network options:

- Option 2 – NR standalone with 5G Core

- Option 4 – 5G Core based Dual Connectivity (NR master – eUTRA secondary)

- Option 5 – 5G Core with eUTRA 

- Option 7 – 5G Core based Dual Connectivity (eUTRA master – NR secondary)
It is further concluded that, in case further analysis in RAN/CT shows that the overhead caused by mandating full data rate user plane integrity protection based on the existing PDCP layer integrity protection mechanism has significant impact on the data rates or on UE complexity, then for Option 2 an additional mechanism based on solution #4 to enable user plane integrity protection in a more efficient manner will be specified during normative work.
Editor's Note: Further conclusion(s) are FFS.

**** END OF pCR ****

