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	Integrity protection of DNS messages should not rely on the security at the AS level, but recommended to be protected at the application layer.
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************Start of Change***********

[bookmark: _Toc11226286][bookmark: _Toc26799980][bookmark: _Toc35438788][bookmark: _Toc35439119]5.1.4.1	Integrity requirements
Synchronization of the input parameters for integrity protection shall be ensured for the protocols involved in the integrity protection.
Integrity protection, and replay protection, shall be provided to NAS and RRC-signalling.
All NAS signaling messages except those explicitly listed in TS 24.301 [9] as exceptions shall be integrity-protected. All RRC signaling messages except those explicitly listed in TS 36.331 [21] as exceptions shall be integrity-protected.
When authentication of the credentials on the UICC during Emergency Calling in Limited Service Mode, as defined in the TS 23.401 [2], can not be successfully performed, the integrity and replay protection of the RRC and NAS signaling shall be omitted (see clause 15). This shall be accomplished by the network by selecting EIA0 for integrity protection of NAS and RRC. EIA0 shall only be used for unauthenticated emergency calls. 
User plane packets between the eNB and the UE shall not be integrity protected on the Uu interface. User plane packets between the RN and the UE shall not be integrity protected. All user plane packets carrying S1 and X2 messages between RN and DeNB shall be integrity-protected. Integrity protection for all other user plane packets between RN and DeNB may be supported. 
All user data packets sent via the MME shall be integrity protected.
NOTE x:	Integrity protection of DNS messages should not rely on the security at the AS level, but recommended to be protected at the application layer. EPC should be able to support the configuration of necessary credentials in the UE for the protection of the DNS messages at the application layer, if supported by the DNS servers.

************End of Change***********
