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1
Decision/action requested

This contribution proposes to resolve EN on security policy handling.
2
References

 [1]
3GPP TS 33.536 Security Aspect of 3GPP Support for Advanced Vehicle-to-Everything (V2X) Services
3
Rationale

This contribution proposes to resolve the following Editor’s note, i.e.
Editor’s note: The security policy handling related part needs to be clearly defined. It is FFS that how the initiating UE and the receiving UE deal with the security policy, e.g., whether to accept the communication or not with their security policy and local policy

It is proposed to add more information in the security policy handling.
Details of the policy handing and its suggestions are listed as follows.

	Initiating UE1
	Receiving UE2
	Current status in TS 33.536
	comments

	Required
	(a) Required
	Activate the protection
	implemented

	
	(b) Preferred
	Activate the protection
	implemented

	
	(c) Not needed
	5.3.3.1.4.2.3 Deactivate the protection
5.3.3.1.4.5 reject connection
	May activate the protection

	Preferred
	(d) Required
	Activate the protection
	implemented

	
	(e) Preferred
	Activate/deactivate the protection
	implemented

	
	(h) Not needed
	Deactivate the protection
	implemented

	Not needed
	(g) Required
	5.3.3.1.4.2.3 Deactivate the protection

5.3.3.1.4.5 reject connection
	May activate the protection

	
	(h) Preferred
	Deactivate the protection
	implemented

	
	(i) Not needed
	Deactivate the protection
	implemented


The green highlighted scenarios had already been specified without any issues. 

For the yellow highlighted scenarios (one policy is Not needed, the other one is required), there are two different security policy handling mechnisms in clause 5.3.3.1.4.2.3, and clause 5.3.3.1.4.5, i.e.
· clause 5.3.3.1.4.2.3: deactivate the protection

· clause 5.3.3.1.4.5: Reject the connection

From the security point of view, it is preferred to extend these scenarios to avoid the connection rejection or security deactivation based on the local policy. 
The detailed proposal is that the receiving UE could decide whether to activate the security based on its local policy, and send the final results to the initiating UE. The initiating UE still has the capability to reject the connection based on its local plicy. 

The benefit of this new extension are as follows.

· The security protection is not downgraded from the initiating UE perspective.
· PC5 connection is established.

· Both UEs still has the right to reject. 
Generally, the PC5 connection may be established in more scenarios without any security weakness.
For the local policy, it is also proposed that the receiving UE after receiving the final activation status, still can reject the PC5 connection based on the local policy.
4
Detailed proposal

It is proposed to approve the following change.
***
START OF THE CHANGES
***
5.3.3.1.4.2.3

Security policy handling

For NR PC5 Unicast the UE shall be provisioned with the following security policy:

The list of V2X services, e.g. PSIDs or ITS-AIDs of the V2X applications, with Geographical Area(s) and their security policy which indicates the following:

•
Signalling integrity protection: REQUIRED/PREFERRED/OFF

•
Signalling confidentiality protection: REQUIRED/PREFERRED/OFF

•
User plane integrity protection: REQUIRED/PREFERRED/OFF

•
User plane confidentiality protection: REQUIRED/PREFERRED/OFF

NOTE 1: No integrity protection on signalling traffic enables services that do not require security, e.g. emergency services.

Editor’s note: Whether policy is OFF or NOT NEEDED is FFS

The signalling integrity protection security policy being OFF means that the UE shall only establish a connection with no security. The signalling integrity protection security policy being PREFFERED means that the UE may try to establish security but will accept the connection with no security.. With the integrity protection security policy set to REQUIRED, the UE may only accept the connection if a non-NULL integrity algorithm is used for protection of the signalling traffic.

For the other cases, a setting of OFF means that the UE shall only use NULL confidentiality algorithm for that traffic or apply no integrity protection, while a REQUIRED setting means that the UE shall use a non-NULL algorithm. If the security policy is PREFERRED, then the UE may accept any algorithm for that particular protection. One use of PREFERRED is to enable a security policy to be changed without updating all UEs at once.

At initial connection, the UE include its signalling security policy in the Direct Communication Request message. The UE(s) responding to this take account of this when choosing the algorithms in the Direct Security Mode Command message. The initiating UE can reject the Direct Security Mode Command if the algorithm choice does not match its policy.

When adding a V2X service to an existing connection, the UE responding to the request shall reject the request if signalling security in use does not match the policy for the new application.

The combination of security policies for UP Integrity Protection will result in the following activation of integrity protection:
Case 1: Both UP security policies indicate UP Integrity Protection "required", or one UP security policy indicates “required” and the other indicates “preferred”: 
Activation of UP integrity protection for each user plane bearer individually of the service type when the PC5 unicast is established. 
Case 2: Both UP security policies indicate UP Integrity Protection "preferred":

Activate or deactivate of UP integrity protection for each user plane bearer individually of the service type when the PC5 unicast is established based on local policy. 
Case 3: One UP security policy indicates "not needed" and the other indicates "required":
Activation of UP integrity protection for each user plane bearer individually of the service type is preferred when the PC5 unicast is established based on local policy. 
Case 4: For the other scenarios besides Case 1, Case 2, and Case 3:
Deactivation of UP integrity protection for each user plane bearer individually of the service type when the PC5 unicast is established.

For UP Ciphering Protection, the resulting activation is the same as the UP integrity protection activation.
The receiving UE that receives the final resulting activation, still can reject the PC5 connection based on the local policy.

*** NEXT CHANGE
***
5.3.3.1.4.5 
Security establishment for user plane bearers

At initial connection or adding a V2X service, the initiating UE includes its user plane security policy in the Direct Security Mode Complete or Link Modification request message respectively. The receiving UE shall follow the security policy handing rule specified in clause 5.3.3.1.4.2.3, based on the received user plane security policy and its own corresponding user plase security policy. Otherwise the receiving UE may accept the connection setup or Link Modification Request.
Editor’s note: If is FFS whether the receiving UE sends its UP security policy or a choice of security back to the initiating when accepting the connection setup or Link Modification Request. 
The UE initiating the establishment of a user plane bearer shall select an LCID whose associated value of Bearer for input to the security algorithms (see clauses 5.3.3.1.5.2 and 5.3.3.1.5.3) has not been used with the current keys, NRPEK and NRPIK. If this is not possible the UE shall initiate a re-keying (see clause 5.3.3.1.4.3) before establishing the user plane bearer. 

When establishing the user plane bearer the initiating UE shall indicate the configuration of confidentiality and integrity protection in the PC5-RRC message. The confidentiality and integrity protection algorithms are same as those selected for protecting the signalling bearers.

Both UEs shall ensure that user plane for each V2X service is only sent or received (e.g. dropped if received on a bearer with incorrect security) on user plane bearers with the necessary security.
*** END OF THE CHANGES
***
