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1
Decision/action requested

This contribution proposes to resolve EN on policy definition.
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3
Rationale

3.1 Introduction
This contribution discuss the "Subscribe-Notify" scenarios, its security issues and potential solutions.
3.2 "Subscribe-Notify" scenarios and its security issues
Two "Subscribe-Notify" scenarios are defined in the TS 23.501, illustrated in the following figures.
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"Subscribe-Notify" NF Service illustration 1

[image: image2.emf] 

NF_A   (Consumer)  

NF_B   (Producer)     Producer  

Subscribe  

Notify  

NF_ C   ( Consumer )     Producer  


"Subscribe-Notify" NF Service illustration 2

In the first scenario, the NF_A can subscribe services from NF_B, and receive the notify message if the event is triggered. For the other scenario, NF_A could subscribe service from NF_B on behalf of NF_C, where NF_C will receive the notify message in the future.
Here, the Notification URI will be added in the subscribe request message to indicate the address which can be used by the Producer (NF_B) to send the notification back. However, currently the authenticity of the Notification URI cannot be verified by the NF_B. In this case, the notification message will be forwarded to the NF_C without any security protection or verification. 

Based on the above understanding, two issues were proposed in TR 33.855, i.e. Key Issue #28: Service access authorization in the delegated "Subscribe-Notify" scenarios; Key Issue #30: Service access authorization for non-delegated subscribe-notify. There may be two threats on these two scenarios.
Threat 1: Privacy information (e.g. location) may be leaked to an unauthorized NF.

[image: image3.emf] 

NEF 

     UDM 

AMF 

. 

 

2b. Namf_EventExposure_(Un)Subscribe 

Response

4c. Namf_EventExposure_Notify

3. Nudm_EventExposure_(Un)Subscribe 

Response

 

4a. Nudm_EventExposure_Notify

  5. Namf_EventExposure_Notify _  

UDR 

 

4b. Nudr_DM_Create/Update

 

4d. Nudr_DM_Create/Update  

2a. Namf_EventExposure_(Un)Subscribe 

Request

1. Nudm_EventExposure_(Un)Subscribe 

Request


TS 23.502 clause 4.15.3.2.2

For better understanding of the information leakage, one example is given. As illustrated in the above figure, the notification URI of NEF included Namf_EventExposure_subscribe request (step 2a) will be sent to the AMF. In step 5, the AMF will send the notify message to the NEF routed by the notification URI.  And the following information will be provided in the notification message.
· Location-Report

· Presence-In-AOI-Report

· Time-Zone-Report

· Access-Type-Report

· Registration-State-Report

· Connectivity-State-Report
· …

The location-Report as a privacy information will be forwarded to the NEF. However, the notification URI of NEF is not verified by the AMF. 
Therefore, security shall be considered to allow the pNF to verify whether the notification URI is authorized or not.
Threat 2 - a reflected denial of service attack on NF_C.
The threat 2 may happen if a plenty of NFs subscribe service in the pNF on behalf of NF_C. This issue is originated from the reason that the URI cannot be verified by the pNF. 
3.2 How to solve the threat 1 and 2
From the security point of view, both threats can be solved if the pNF can assure that the notification URI is authorized. If the authorization does not success, the pNF will discard the subscribe request message. Hence, the privacy information leakage or the DoS attack will be avoided.
Observation 1: Both threats can be solved if the pNF can assure that the notification URI is authorized.
It is proposed to reuse the Oauth 2.0 to authorize the Notification URI. It is proposed to introduce three new features to solve this issue security.
· Adding the notification URI of the NF consumer into the NF profile during the NF registration.

· Adding the subscribe indication (i.e. the delegated capability) of the NF consumer into the NF profile during the NF registration.

· Adding the authorized notification URI into the access token.
· Adding a new check during the token verification.
Proposal 1: Adding the notification URI of the NF consumer into the NF profile during the NF registration
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The NF service consumer that needs to use the subscription/notify service, as part of its NF profile, shall include "Notification URI" information to indicate the address to deliver the event notifications. The NRF shall verify whether the "Notification URI" information is matched with the NF service consumer’s network address.

Based on the notification URI stored in the NF profile, NRF could authorize the notification URI during the authorization procedure.
Proposal 2: Adding the subscribe indication (i.e. the delegated capability) of the NF consumer into the NF profile during the NF registration
If the NF service consumer supports to delegate the subscribe service on behalf of the other NFs, the NF service consumer, as part of its NF profile, shall include "subscribe indication" information used to indicate whether the NF service consumer can subscribe services on behalf of other NF. The NRF shall check whether the NF consumer type can execute the subscription on behalf the other NF based on its local policy.

Based on the subscribe indication in the NF profile, NRF could authorize whether the NF service consumer could delegate the subscribe services on behalf of the other NFs.

Proposal 3: Adding the authorized notification URI into the access token.

There are two scenarios, i.e. non-delegated scenario, delegated scenario.
· Non-delegated scenario: The NF consumer may include the Notification URI of its own in the token request. 
· If the Notification URI of the NF service consumer is present, the NRF may check whether the notification URI of the NF profile determined by the NF Instance Id(s) of the NF service consumer is equal to the received notification URI.
· Delegated scenario: The message may include the Notification URI of its own, the subscribe indication, the delegated NF service instance ID, and the delegated notification URI. 
· If the Notification URI of the NF service consumer is present, the NRF may check whether the notification URI of the NF profile determined by the NF Instance Id(s) of the NF service consumer is equal to the received notification URI. 
· If the subscribe indication, the delegated NF service instance ID, and the delegated URI are present, the NRF may optionally authorize the NF service consumer based on its NF profile whether the NF service consumer is allowed to subscribe on behalf of other NF, and verify whether the notification URI of the NF profile determined by the delegated NF service instance ID is equal to the received delegated notification URI.
For the non-delegated, the URI of the NF consumer is verified.
For the delegated, the URI of the delegated NF consumer is verified also. 

NOTE: In the delegated case, the delegated NF will send its instance ID to the NF service consumer. Hence, it is reasonable to add the delegated NF service instance ID into the access token request.

If the verification success, the URI(s) will be added into the token

For the roaming scenario, the vNRF shall check the parameters in the token request first, since the NF profile of the NF service consumer is stored only in the vNRF.

Proposal 4: Adding a new check during the token verification.

For the NF service producer perspective, it only trusts what is authorized in the token, i.e. URI(s). Since the URI will be send in the service request also, the NF service producer shall check that the Notification URI(s) in the token matches the Notification URI in the request message.
In summary, both threat 1 and 2 can be solved with the above proposals.

4
Detailed proposal

It is proposed to endorse the proposal the 1-4, and approve the accompanying CR S3-200688.
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