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1
Decision/action requested

This document proposes to add the procedure of AKMA anchor key update notification to clause 6. SA3 is kindly requested to approve this doc.
2
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3
Rationale

Acording the clause 6.2.1 of TR 33.835[2], AUSF may notify the AAnF that the Kausf is replaced as fellow:

6.2.1
Evaluation and conclusion on Key lifetimes (Key issue #12)
Solution #25 is recommended for normative work for key lifetimes. This solution recommends using implicit lifetime for the anchor key and explicit lifetimes for the application keys. 

It is proposed that application keys can continue to be used until their lifetimes expire even when there is a new anchor key established. When the application key lifetime expires, a new application key is established using the new anchor key. This property does not meet the requirement in the key issue that states that the lifetime of the derived sub-keys shall not exceed the lifetime of the anchor key. However, since there is no explicit lifetime of the anchor key there is no strict security need to change the application key when the anchor key is changed. 

Because of implicit lifetimes for anchor keys, the requirement in the key issue about key renegotiation is only applicable for application keys, not anchor keys. 

A notification procedure is needed that enables the AUSF to notify the Anchor function that the KAUSF is replaced or is no longer valid. The anchor function can then choose to delete the anchor key and/or notify the application functions. 

Details on the interface between AUSF and the Anchor function is left for normative work. 

Details on the notification between the Anchor function and the Application functions, and any subsequent key management is left for normative work. 

Details on notification and subsequent key management within the UE is left for normative work. 

This contribution proposes to add the procedure of AKMA anchor key update notification to clause 6 [1]. 
4
Detailed proposal

***
BEGIN CHANGES
***
6.X
AKMA anchor key update notification
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Figure 6.X -1 AKMA Key update notification

When AUSF excutes a primary authentication again and derives a new KAKMA and new KAKMA ID, the AUSF should send AKMA Key Update notification  Request to AAnF with the new KAKMA and new KAKMA ID by local policy.  The AAnF should replaces the KAKMA and KAKMA ID based on the local policy and sends AKMA Key Update Notification Response to AUSF.
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END CHANGES
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