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1
Decision/action requested

This document proposes to define an AKMA anchor key identifier to be used for AKMA anchor key  on demand procedures. SA3 is kindly requested to approve this doc.
2
References

 [1]
3GPP TS 33.535, v 0.3.0.
3
Rationale

 In the current version of TS33.535[1], UE initiates a session establishment process by using the AKMA key identifier KAKMAID, that requires the key identifier must include information  to help AAnF discovers and selects the AUSF instance that generated the KAKMA  from  KAUSF  for the specific UE.  

 This contribution proposes to define an AKMA anchor key identifier(KAKMAID) to be used for AKMA Anchor Key on demand procedures.
4
Detailed proposal

***
CHANGE
***
6.x  Deriving AKMA Application key for a specific AF from AKMA Anchor Key on demand
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Figure 6.x-1 AF Key generation from KAKMA on demand
1. A successful 5G primary authentication results in KAUSF being stored at the AUSF and the UE. The UDM stores the RAND which is generated and used in the authentication vector(AV) in a primary authentication  and AUSFID with the authentication status of the UE (e.g., SUPI, authentication result, timestamp, and the serving network name).  The UE stores the RAND which is generated and used in the authentication vector (AV) in a primary authentication. 
2. The UE generate the AKMA Anchor Key (KAKMA) after or as part of the UE registration procedure. KAKMA can be derived from KAUSF. And further the UE generates an AKMA Anchor Key identifier KAKMAID. The KAKMAID is an identifier used by the UE for subsequent requests towards AFs. The KAKMAID may include a combination of MCC, MNC, routing indicator, AAnFID, and RAND, where the MCC identifies uniquely the country, the MNC identifies the home PLMN, the routing indicator is used to route network signaling with the KAKMAID to UDM instances, the AAnFID is the identifier used to identify an AAnF entity or in the initial case(when UE have no information of AAnF), AAnFID may be a default value, the RAND is generated and used in the authentication vector (AV) in a primary authentication. The UE stores the KAKMA and KAKMA identifier KAKMAID. 
3. The UE starts communication with the AF with an application session establishment request. The request includes KAKMAID.
4. The AF sends the key request to the AAnF with the KAKMAID received from the UE to request an AF specific key for the UE. The AF also includes its identity (e.g., AF identifier) in the request. AF can select the AAnF based on the KAKMAID.
5. The AAnF checks if it has the UE specific KAKMA key by the  KAKMAID. If KAKMA is available in the AAnF, the AAnF proceeds to operation step10 which will be discussed below. If KAKMA is not available, the AAnF gets the RAND from the  KAKMAID. Then AAnF sends a Nudm_UE Auth_Result Status Request to the UDM to retrieve the identifier of the latest AUSF that authenticated the UE and the SUPI of the UE. The AAnF provides the RAND. 
6. The UDM retrieves the information of the identifier of the AUSF instance that authenticated the UE and SUPI of the UE based on the RAND. The UDM sends a Nudm_UEAuth_ResultStatus Response including the AUSF instance identifier of the last AUSF which reported a successful primary authentication to the UDM and the UE SUPI.  

7. The AAnF sends the key request to AUSF by providing the UE SUPI.

8. The AUSF retrieves KAUSF according to the SUPI and  generates KAKMA from KAUSF.
9. The AUSF sends KAKMA to AAnF. 
10. The AAnF generates a new RAND , and further generates a new KAKMAID based on the new RAND, the new KAKMAID may include a combination of MCC, MNC, routing indicator, AAnFID, and the new RAND. Here, MCC, MNC and Routing Indicator are same as the corresponding parts of the old KAKMAID, AAnFID is the identity of the current AAnF. The AAnF stores KAKMA and KAKMA identifier with the new KAKMAID. The AAnF derives KAF based on KAKMA. The AAnF may set the KAF expiration time. The AAnF can also derive KAF based on KAKMA and the new RAND which is generated by the AAnF. 
11.  The AAnF sends the key response information to the AF. It may includes AAnF ID, new RAND, new KAKMAID , KAF and the key expiration time. AAnFID is the identity of the AAnF, AAnFID can be a domain name (ie. AAnF_server_domain_name).  
12. The AF receives and stores the AAnF ID, KAF and the key expiration time. And further the AF sends an application session establishment response information to the UE. The response information may include the new KAKMAID and the KAF key expiration time.
13. The UE updates the old KAKMAID with the received new KAKMAID. The UE stores KAKMA and new KAKMAID, and may deletes the old KAKMAID. The UE derives KAF based on KAKMA. The UE can also derive KAF based on KAKMA and the received new RAND which is generated by the AAnF
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