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1
Decision/action requested

SA3 is kindly requested to endorse the recommendation as in section 4.
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Rationale
Despite the communication model, direct or indirect, the authorization server is required to authenticate the client before authorizing the client for the requested service. SA3 agreed that mutual authentication between the client and the authorization server can be achieved using TLS as in [3]. On the other hand, RFC 8446 assumes a direct communication between the client and the server. Therefore, TLS is used for the authorization server to authenticate the client when direct communication is used.

On the other hand, when Indirect communication is used between the client and the authorization server, TLS as defined in [3] does not provide the needed mechanism for authentication other than the assumption of hop-by-hop secure transport layer connection between client and SCP and SCP and the authorization server.

SA3 agreed that hop-by-hop transport layer security can be used as a mechanism for the authorization server to implicitly authenticate the client. The hop-by-hop TLS authentication implicitly assumes the existence of a static trust model between the client and SCP and between the SCP and the authorization server.

However, there is an argument which says that SCP could be deployed per slice and a static trust model may not work for all scenarios and thus, we fundamentally need an end-to-end mechanism to allow the authorization server to authenticate the client when Indirect Communication model is used, i.e., SCP is present between the client and the authorization server.

This paper is an attempt to identify what is needed for an end-to-end authentication solution between the client and the authorization server during the Indirect communication model.

3.1
Client Authentication During Indirect Communication
This section captures the security measures which are required to enable the authorization server to successfully authenticate the client during indirect communication.
1. The client identity shall be certified by an entity that is trusted by the authorization server. e.g., covered by a certificate from a trusted CA.
2. The presented proof shall be integrity protected.

3. The presented proof does NOT necessarily include the client identity. i.e., the client identity is automatically assumed as the client identity that is included in the client certificate.
4. The presented proof shall be tied to the current Http request sent by the client to the authorization server and cannot be replayed.
5. It is not required for the proof to be confidentially protected.

3.2
The integrity of the Client Initial Http Request
This section captures the security measures which are required to protect the integrity of the client Http request from being tampered with during Indirect communication.
1. The solution shall provide a guarantee of the integrity of the original Http request that has been sent by the client.

Please Note: since part of the SCP functionality is to mediate the client Http request, i.e., change the original client Http request to achieve some of the SCP fundamental functionalities, providing a proof of the integrity of the client original Http request end-2-end is extremely difficult without making changes to the Http protocol and how the SCP does mediation.

3.3
Authorization server authorize the client
1. After the authorization server validates the authenticity of the client ID, validates the presented authentication proof, and validate the integrity of the client original Http request, the authorization server shall treat the client identity as “Client Authenticated Identity.

2. If the authorization server decides to authorize the client for the requested service, the authorization server shall use the “Client Authenticated Identity” as the “Client Authorized Identity” and include it in the access token signed by the authorization server private key

3.4
Conclusions

1. In order to address the argument of the possibility of the SCP being compromised, a solution that ensures a client end-2-end authentication while protecting the client original Http request is required.

2. Any solution which may provide end-2-end client authentication while protecting the integrity of the client original Http request requires the introduction of significant changes that fundamentally impact the SCP functionality.

3. During token-based authorization, Hop-by-Hop mTLS protection is a valid security mechanism for the authorization server to authenticate the client.
4
Detailed proposal

SA3 is kindly requested to endorse the following conclusions:
1. In order to address the argument of the possibility of the SCP being compromised, a solution that ensures a client end-2-end authentication while protecting the client original Http request is required.

2. Any solution which may provide end-2-end client authentication while protecting the integrity of the client original Http request requires the introduction of significant changes that fundamentally impact the SCP functionality.

3. During token-based authorization, Hop-by-Hop mTLS protection is a valid security mechanism for the authorization server to authenticate the client.

