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Decision/action requested

This pCR proposes text for group ID conversion for privacy protection
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Rationale

This contribution is prepared to add text for covering the privacy of destination ID for groupcast. 
In the previous SA3 #98e meeting, there were two contributions in [2] and [3], which both proposed that 3GPP develops a mechanism for the UEs on their own to periodically change the destination ID. 
In this contribution as opposed to those two inputs, it is proposed not to make the V2X layer handle the procedure, but to let the application layer deal with the privacy protection on its own needs for the following reasons: 
1)
Frequent group ID update at the application layer won’t add such a heavy signaling. The platooning service (one of most representative group service) desined in [4] requires sending a signalling (heartbeat) at every 50ms. The updated group ID can be included in that message if needed by the application provider. It should be enough and easier that 3GPP just defines a mechanism to convert the group ID to the destination ID and lets the application handle it on their own requirements. 

2)
In addition, requiring the application to provide any information that is only specific to 3GPP like a virtual time or a set of random numbers would not be appropriate as the application can be run over Wi-Fi as well.
4
Detailed proposal

It is proposed that SA3 agree the below pCR for inclusion in the TS [1]. 
**** START OF CHANGES ****
5.4.3
Procedures

5.4.3.1
Securing the PC5 groupcast bearer

There are no particular procedures defined for securing the PC5 bearer for groupcast mode. 

5.4.3.2
Identity privacy procedures for the PC5 groupcast bearer

The below privacy procedures follows the privacy mechanism defined in TS 33.185 [5] for V2X LTE which is intended to mitigate against the threat of tracking the UE by an attacker based on its used source identities. 

The UE shall change and randomize its source Layer-2 ID and source IP address including IP prefix (if used) when V2X application indicates that the Application Layer ID has changed. The UE may change and randomize its source Layer-2 ID and source IP address including IP prefix (if used) at other times (e.g. see clause 5.6.1.1 in TS 23.287 [2]). The UE shall provide an indication to the V2X application layer whenever the source Layer-2 ID and/or source IP address are changed.
Privacy for destination Layer-2 ID may be supported at the application layer by periodically changing its group ID.
The member UEs in the group shall determine the destination Layer-2 ID at everytime they receive the group ID from the application using a derivation function with the group ID as an input.
Note:
Mechanisms for changing the group ID at the application layer are left for implementation. 

**** END OF CHANGES ****
