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1
Decision/action requested

This pCR proposes to remove emergency services in PC5. 
2
References

 [1]
TS 33.536 living CR
3
Rationale

When UEs are connected and communicating using PC5 connections, either of the UEs are not expected to be able to provide any services that an operator normally provides.  The purpose of the PC5 connection is to allow the UEs to communicate to each other while the network is not available and therefore, emergency services should not and cannot exist between the UEs when they are connected using PC5.  It is proposed to add a NOTE to clarify this and remove the example of emergency services in NOTE1 in Clause 5.3.3.1.4.2.3.
4
Detailed proposal

It is proposed to add the security requirements to the living CR in TS 33.536[1].

**** START OF CHANGES ****
5.3.3.1.4.2.2

Procedure for security policy provisioning for NR PC5 link

For handling the security policy for the NR PC5 link, the PCF shall also provision the UP security policy per V2X application, during service authorization and information provisioning procedure as defined in TS 23.287 [2]. 

5.3.3.1.4.2.3

Security policy handling

For NR PC5 Unicast the UE shall be provisioned with the following security policy:

The list of V2X services, e.g. PSIDs or ITS-AIDs of the V2X applications, with Geographical Area(s) and their security policy which indicates the following:

•
Signalling integrity protection: REQUIRED/PREFERRED/OFF

•
Signalling confidentiality protection: REQUIRED/PREFERRED/OFF

•
User plane integrity protection: REQUIRED/PREFERRED/OFF

•
User plane confidentiality protection: REQUIRED/PREFERRED/OFF

NOTE 1: No integrity protection on signalling traffic enables services that do not require security.

NOTE X: Emergency services are not supported on the NR PC5 link when UEs are in direct unicast communication using NR PC5 link.
Editor’s note: Whether policy is OFF or NOT NEEDED is FFS

The signalling integrity protection security policy being OFF means that the UE shall only establish a connection with no security. The signalling integrity protection security policy being PREFFERED means that the UE may try to establish security but will accept the connection with no security. With the integrity protection security policy set to REQUIRED, the UE may only accept the connection if a non-NULL integrity algorithm is used for protection of the signalling traffic.

For the other cases, a setting of OFF means that the UE shall only use NULL confidentiality algorithm for that traffic or apply no integrity protection, while a REQUIRED setting means that the UE shall use a non-NULL algorithm. If the security policy is PREFERRED, then the UE may accept any algorithm for that particular protection. One use of PREFERRED is to enable a security policy to be changed without updating all UEs at once.

At initial connection, the UE includes its signalling security policy in the Direct Communication Request message. The UE(s) responding to this takes this into account when choosing the algorithms in the Direct Security Mode Command message. The initiating UE can reject the Direct Security Mode Command if the algorithm choice does not match its policy.

When adding a V2X service to an existing connection, the UE responding to the request shall reject the request if signalling security in use does not match the policy for the new application.

The combination of security policies for UP Integrity Protection will result in the following activation of integrity protection:
Case 1: Both UP security policies indicate UP Integrity Protection "required", or one UP security policy indicates “required” and the other indicates “preferred”: 
Activation of UP integrity protection for each user plane bearer individually of the service type when the PC5 unicast is established. 
Case 2: Both UP security policies indicate UP Integrity Protection "preferred":

Activate or deactivate of UP integrity protection for each user plane bearer individually of the service type when the PC5 unicast is established based on local policy. 
Case 3: For the other scenarios besides Case 1 and Case 2:

Deactivation of UP integrity protection for each user plane bearer individually of the service type when the PC5 unicast is established.

For UP Ciphering Protection, the resulting activation is the same as the UP integrity protection activation.

Editor’s note: The security policy handling related part needs to be clearly defined. It is FFS that how the initiating UE and the receiving UE deal with the security policy, e.g., whether to accept the communication or not with their security policy and local policy

**** END OF CHANGES ****
