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1
Decision/action requested

This is pCR proposal for NOTE clarification. 
2
References

 [1]
S3-200189 eLCS Security living CR
3
Rationale

NOTE2 (below) in Annex X.2 is not clear:

NOTE 2:
In the present document, it is upto the network implementation to ensure that potentially spoofed BSSIDs and SSIDs received from the UE are detected and excluded.

In normal eLCS operations, BSSIDs and/or SSIDs are provided to the UE.  The network does not receive BSSIDs and SSIDs (spoofed or otherwise) from the UE. On the otherhand, the UE sends measurements to the network based on list of BSSIDs/SSIDs given by the network.  It is not clear from the note whether the network should check BSSIDs/SSIDs to make sure they are not spoofed before sending the list the UE or whether the network should check and make sure the measurements received from the UE are not from spoofed BSSIDs/SSIDs.  It is believed that the latter is intended in the NOTE2.  Therefore it is proposed to clarify that it is the “measurements” that is received from the UE that are checked for being potentially spoofed.

Similarly for NOTE2 in Annex X.3, the same clarification apply.    
4
Detailed proposal

; 
It is proposed to add the security requirements to the living CR [1].
**** START OF CHANGES ****
X.2
WLAN positioning

Editor's Note: Namespace to ensure only beacon information is collected is FFS.
This clause applies only to UEs supporting the WLAN positioning.

For the positioning modes that require the UE to send WLAN measurements to the network (e.g., UE-assisted), the network should provide a list of the Basic Service Set Identifier (BSSID) and/or the Service Set Identifier (SSID) to UE.  The BSSIDs and SSIDs in this list may be exact values or patterns. 

If the UE receives this list from the network, the UE shall send only those WLAN measurements to the network whose BSSIDs and/or SSIDs match the ones (values or patterns) indicated in the received list. 
NOTE 1:
It is up to the network deployment to ensure that the reference WLAN APs are physically secure and tamper resistant.

NOTE 2:
In the present document, it is upto the network implementation to ensure that the measurements received from UE generated by potentially spoofed BSSIDs and SSIDs are detected and excluded.

X.3
Bluetooth positioning

Editor's Note: Namespace to ensure only beacon information is collected is FFS.
This clause applies only to UEs supporting the Bluetooth positioning.

For the positioning modes that require the UE to send Bluetooth measurements to the network (e.g., UE-assisted), the network should provide a list of Bluetooth public-address (MAC address) and Bluetooth device-name (Local Name) to UE. The Bluetooth public-addresses and Bluetooth device-names in this list may be exact values or patterns.
If the UE receives this list from the network, the UE shall send only those Bluetooth measurements to the network whose Bluetooth public-addresses and/or Bluetooth device-names match the ones (values or patterns) indicated in the received list. 
NOTE 1:
It is up to the network deployment to ensure that the reference Bluetooth devices are physically secure and tamper resistant.

NOTE 2:
In the present document, it is upto the network implementation to ensure that the measurements received from the UE generated by potentially spoofed Bluetooth public-addresses and Bluetooth device-names are detected and excluded.

**** END OF CHANGES ****
