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[bookmark: _Toc19634842][bookmark: _Toc26875902]*** BEGIN CHANGE 1 ***

13.1	Protection at the network or transport layer
[bookmark: _Toc26875903]13.1.0	General
All network functions, SEPPs and SCPs shall support TLS. Network functions, SEPPs and SCPs shall support both server-side and client-side certificates. 
The TLS profile shall follow the profile given in  clause 6.2 of TS 33.210 [3] with the restriction that it shall be compliant with the profile given by HTTP/2 as defined in RFC 7540 [47].
TLS shall be used for transport protection within a PLMN unless network security is provided by other means.
NOTE 1: 	Regardless of whether TLS is used or not, NDS/IP as specified in TS 33.210 [3] and TS 33.310 [5] can be used for network layer protection.
NOTE 2:	If interfaces are trusted (e.g. physically protected), it is for the PLMN-operator to decide whether to use cryptographic protection.

*** END CHANGE 1 ***


*** BEGIN CHANGE 2 ***

[bookmark: _Toc19634880][bookmark: _Toc26875946]13.3	Authentication and static authorization
[bookmark: _Toc19634881][bookmark: _Toc26875947]13.3.1	Authentication and authorization between network functions and the NRF
13.3.1.1	Deployment options
13.3.1.1.0		General
There are two different deployment options regarding authentication between network functions and NRFs. The difference between the two options is whether all network functions in the PLMN are able to authenticate mutually with an NRF (Option 1), or whether there are network functions that are not able to mutually authenticate with an NRF (Option 2). If there are both network functions that are able to mutually authenticate with an NRF and network functions that are not able to mutually authenticate with an NRF, this is considered Option 2.
Editor's Note: The terms "deployment option", "Option 1" and "Option 2" are tentative.
The choice of deployment option for authentication between network functions and NRF has implications on the procedures for token-based authorization.
13.3.1.1.1	Option 1: Mutual authentication between network functions and NRF
In this deployment option, all network functions in the PLMN are able to mutually authenticate with an NRF. PLMNs that use only direct communication shall use this deployment option.
Editor's Note: Whether all deployments using only direct communication or indirect communication without delegated discovery (Scenario C) shall use option 1 is ffs.	Comment by Author: This means: It is ffs whether Option 1 is mandatory to use for Scenario C and mixes of scenarios A, B and C.
The following requirements are applicable for deployment option 1: NRF and NF shall authenticate each other during discovery (if performed by the NF), registration, and access token request (if performed by the NF). If the PLMN uses protection at the transport layer as described in clause 13.1, authentication provided by the transport layer protection solution shall be used for mutual authentication of the NRF and NF.
13.3.1.1.2	Option 2: No mutual authentication between network functions and NRF
In this deployment option, there are network functions in the PLMN that cannot mutually authenticate with any NRF. This deployment option shall only be used in PLMNs that use indirect communication scenarios involving one or several SCPs. 
In this deployment option, additional measures shall be used to ensure that the NRF has verified information about which SCP may represent which consumer towards the NRF.
Editor's Note: Further specification of these additional measures is ffs. The NRF needs to be aware of that it uses Option 2, i.e. that there are SCPs that represent consumers towards the NRF, and also which SCP is allowed to represent which consumer.
The following requirements are applicable for deployment option 2: Authentication between NRF and NF during discovery (if performed by the NF), registration and access token request (if performed by the NF) may be performed hop-by-hop by authentication between NF and SCP and authentication between SCP and NRF, as specified in clause 13.3.6 (Authentication and authorization between SCP and network functions).
13.3.1.2	Requirements and procedures for both deployment options

If the PLMN does not use protection at the transport layer, mutual authentication of NRF and NF may be implicit by NDS/IP or physical security (see clause 13.1).
When NRF receives message from unauthenticated NF, NRF shall support error handling, and may send back an error message. The same procedure shall be applied vice versa.
After successful authentication between NRF and NF, the NRF shall decide whether the NF is authorized to perform discovery and registration.
In the non-roaming scenario, the NRF authorizes the Nnrf_NFDiscovery_Request based on the profile of the expected NF/NF service and the type of the NF service consumer, as described in clause 4.17.4 of TS23.502 [8].In the roaming scenario, the NRF of the NF Service Provider shall authorize the Nnrf_NFDiscovery_Request based on the profile of the expected NF/NF Service, the type of the NF service consumer and the serving network ID.
If the NRF finds NF service consumer is not allowed to discover the expected NF instances(s) as described in clause 4.17.4 of TS 23.502[8], NRF shall support error handling, and may send back an error message.
NOTE 1: 	When a NF accesses any services (i.e. register, discover or request access token) provided by the NRF  , the OAuth 2.0 access token for authorization between the NF and the NRF is not needed.
[bookmark: _Toc19634882][bookmark: _Toc26875948]13.3.2	Authentication and authorization between network functions 
Authentication between network functions within one PLMN shall use one of the following methods:
-	If the PLMN uses protection at the transport layer as described in clause 13.1, authentication provided by the transport layer protection solution shall be used for authentication between NFs.
-	If the PLMN does not use protection at the transport layer, authentication between NFs within one PLMN may be implicit by NDS/IP or physical security (see clause 13.1).
When an NF receives message from other unauthenticated NF, the NF shall support error handling, and may send back an error message.
If the PLMN uses token-based authorization, the network shall use protection at the transport layer as described in clause 13.1.
If network functions communicate directly with each other, consumer and producer shall authenticate mutually before the consumer performs access to the producer's service API. The producer shall additionally check authorization of the service consumer before granting access to the service API. Authorization may be token-based authorization or based on local policy.
NOTE 1a: In indirect communication scenarios, network functions do not communicate directly with each other, but the service requests are routed via one or several SCPs. In these scenarios, clauses 13.3.6 (Authentication and authorization between SCP and network functions) and 13.3.7 (Authentication and authorization between SCPs) apply.
Depending on whether token-based authorization is used or not, authentication between network functions shall be performed in one of the following ways:
-	If token-based authorization is used within one PLMN, the service consumer NF shall authenticate the service producer NF at transport layer before trying to access the service API. The service producer NF may authenticate the service consumer NF at transport layer.
NOTE 1: 	VoidAuthentication of the service consumer NF towards the service producer NF will be implicit by authorization, which can only be granted after successful authentication of the service consumer NF towards the NRF.

-	If token-based authorization is not used within one PLMN, service consumer NF and service producer NF shall mutually authenticate before performing access to the service API. The service producer NF shall additionally check authorization of the service consumer NF based on local policy before granting access to the service API. 
NOTE 2: Authentication between network functions in different PLMN is implicit by authentication between NF-SEPP as in clause 13.3.3, SEPP-SEPP as in clause 13.2 and SEPP-NF as in clause 13.3.3.
When local policy check is failed, NF service provider shall support error handling, and may send back an error message.
The present document does not provide a standardised solution for binding 5G SBA REST Service Operations between the PLMN V-SMF and H-SMF over N16 / N32 to GTP-U over N9 in roaming scenarios. To prevent injection or spoofing of UP traffic over N9, it is recommended to use a common firewall that can correlate HTTP/2 methods and GTP-U in order to bind and filter out any malicious traffic on N9. Use of a common firewall may place other implementation restrictions (e.g. co-location of SMF, SEPP and UPF) in order to allow use of a common firewall. 
[bookmark: _Toc19634883][bookmark: _Toc26875949]13.3.3	Authentication and authorization between SEPP and network functions 
NOTE 1: This clause also describes authentication and authorization between SEPP and NRF, because the NRF is a network function.
Authentication between SEPP and network functions within one PLMN shall use one of the following methods:
-	If the PLMN uses protection at the transport layer, authentication provided by the transport layer protection solution shall be used for authentication between SEPP and NFs.
-	If the PLMN does not use protection at the transport layer, authentication between SEPP and NFs within one PLMN may be implicit by NDS/IP or physical security (see clause 13.1).
A network function and the SEPP shall mutually authenticate before the SEPP forwards messages sent by the network function to network functions in other PLMN, and before the SEPP forwards messages sent by other network functions in other PLMN to the network function. 
[bookmark: _Toc19634884][bookmark: _Toc26875950]13.3.4	Authentication and authorization between SEPPs
Authentication and authorization between SEPPs in different PLMN is defined in clause 13.2.
13.3.5	Authentication between SEPP and SECOP 
Authentication between SEPP and SECOP within one PLMN shall use one of the following methods:
-	If the PLMN uses protection at the transport layer, authentication provided by the transport layer protection solution shall be used for authentication between SEPP and SECOP.
-	If the PLMN does not use protection at the transport layer, authentication between SEPP and SECOP within one PLMN may be implicit by NDS/IP or physical security (see clause 13.1).
A SECOP and the SEPP shall mutually authenticate before forwarding incoming or outgoing requests. 
[bookmark: _Toc26875951]13.3.6	Authentication and authorization between SECOP and network functions
This clause also describes authentication and authorization between SCP and NRF, because the NRF is a network function.
The SECOP and network functions shall use one of the following methods described in clause 13.1 to mutually authenticate each other before service layer messages can be exchanged on that interface: 
-	If the PLMN uses protection at the transport layer, authentication provided by the transport layer protection solution shall be used for mutual authentication of the SECOP and the network functions. 
-	If the PLMN does not use protection at the transport layer, mutual authentication of the SECOP and network functions may be implicit by NDS/IP or physical security.
Authentication between the SECOP and the Network Function may be implicit by co-location.Editor's Note: Authoriziation between SECOP and NFs is ffs.
[bookmark: _Toc26875952]13.3.7	Authentication and authorization between SECOPs
SECOPs shall use one of the following methods as described in 13.1 to mutually authenticate each other before service layer messages can be exchanged on that interface: 
-	If the PLMN uses protection at the transport layer, authentication provided by the transport layer protection solution shall be used for mutual authentication of the SECOPs. 
-	If the PLMN does not use protection at the transport layer, mutual authentication of the two SECOPs may be implicit by NDS/IP or physical security.
Editor's Note: Authorization between SECOPs is ffs.
*** END CHANGE 2 ***

