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1
Decision/action requested

This pCR proposes to add KAF refreshment procedure.
2
Rationale

This pCR proposed a KAF refreshment procedure. 
3
Detailed proposal

SA3 is kindly requested to agree to the below pCR to TS33.535.
********************** First Change ****************************

6.x
KAF refreshment

When the KAF is derived for the first time, the lifetime is settled at the same time. When the lifetime expires, the KAF needs to be refreshed. 

Since the KAF works in the application layer, there is possibility the the KAF is leaked or compromised under the potential attacks.  Thus it is necessary to include the case to update the KAF before the lifetime expires. 
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Figure 6.x-1 AF Key refreshment procedure
0-5. same with chapter 6.2 in this document, 
6a-1. UE decides to refresh KAF under any situation, for example, the KAF is compromised.
6a-2. UE sends an “KAF refreshment request” to the AAnF.  

6b-1. AF decides to refresh KAF under any situation, for example, the lifetime expires, or the KAF is compromised. 
6b-2. AF sends an “KAF refreshment request” to the AAnF.  

6c. AAnF detects the KAF expired.

Note: Step 6a, step 6b and step 6c occur independently and each one of step 6a, step 6b and step 6c is able to trigger step 7. 
7. AAnF derives a new K’AF and delete the expired old KAF . The new K’AF is derived using the KAKMA ID, COUNT, and AF ID. “COUNT” is the dynamic value used for KAF derivation, it could be other parameter that is used for the input of the KAF derivation. 

8a. AAnF sends KAF Refresh Notification(COUNT, KAKMA ID, expired KAF) to UE, The “COUNT” is the dynamic value used for KAF derivation, it could be other parameter that is used for the input of the KAF derivation. 

8b. AAnF sends KAF Refresh Notification (new K’AF, lifetime) to AF. 

9. UE derives the new K’AF using the COUNT included in the KAF Refresh Notification message. The “COUNT” is the dynamic value used for KAF derivation, it could be other parameter that is used for the input of the KAF derivation.

After this procedure, the UE and the AF will share the new K’AF.
********************** End of pCR********************
