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1
Decision/action requested

This pCR proposes to address one EN and make some modification in the security establishment for user plane .
2
Rationale

There are 1 EN in this pCR:

Editor’s note: If is FFS whether the receiving UE sends its UP security policy or a choice of security back to the initiating when accepting the connection setup or Link Modification Request.
1) If the receiving UE decides to reject the connection, then it does not need to send it UP security policy back to initiating UE. 
2) If the initiating UE decides to accept the connection, then it needs one more message to indicate the receiving UE’s UP security policy. To keep the procedure more simple, initiating UE shall make its UP security policy clearly on which level of security can be accepted.
If the initiating UE UP security policy is REQUIRED, receiving UE shall only accept the connection when it can provide the non-NULL integrity protection. 
If the initiating UE UP security policy is OFF, receiving UE shall accept the connection based on its own policy. 

If the initiating UE UP security policy is PREFERRED, initiating UE is expecting the security protection but it can accept no security policy from receiving UE. 

3
Detailed proposal

SA3 is kindly requested to agree to the below pCR to TS33.536.
********************** First Change ****************************

5.3.3.1.4.5 
Security establishment for user plane bearers

At initial connection or adding a V2X service, the initiating UE includes its user plane security policy in the Direct Security Mode Complete or Link Modification request message respectively. The receiving UE shall reject the connection setup or Link Modification Request in the following cases:

1) if the received user plane security policy had either confidentiality/integrity set to OFF and its own corresponding policy is set to REQUIRED or 
2) if the received user plane security policy had either confidentiality/integrity set to REQUIRED and its own corresponding policy is set to OFF. 
Otherwise the receiving UE may accept the connection setup or Link Modification Request.

The UE initiating the establishment of a user plane bearer shall select an LCID whose associated value of Bearer for input to the security algorithms (see clauses 5.3.3.1.5.2 and 5.3.3.1.5.3) has not been used with the current keys, NRPEK and NRPIK. If this is not possible the UE shall initiate a re-keying (see clause 5.3.3.1.4.3) before establishing the user plane bearer. 

When establishing the user plane bearer the initiating UE shall indicate the configuration of confidentiality and integrity protection in the PC5-RRC message. The confidentiality and integrity protection algorithms are same as those selected for protecting the signalling bearers.

Both UEs shall ensure that user plane for each V2X service is only sent or received (e.g. dropped if received on a bearer with incorrect security) on user plane bearers with the necessary security.
********************** End of pCR********************
