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1	Decision/action requested
This pCR proposes a new solution for key issue #9 in TR 33.836 
2	References
[1]	TR 33.836 Study on Security Aspects of 3GPP support for Advanced V2X Services
[bookmark: OLE_LINK19][bookmark: OLE_LINK20][2]	TS 23.287 Architecture enhancements for 5G System (5GS) to support Vehicle-to-Everything (V2X) services.
3	Rationale
This contribution proposes a solution to the key issue #9, addressing the unicast mode of communication. We assume that in case of unicast mode of communication, the link identifier update procedure takes place after the security for the unicast link has been established.
4	Detailed proposal
*** START OF CHANGE 1 ***
[bookmark: _Toc22735511][bookmark: _Toc22642985]6.Y	Solution #Y: Solution on minimizing impact on application layer communication during link identifier update
[bookmark: _Toc22735512][bookmark: _Toc22642986]6.Y.1	Introduction
This solution addresses the KI #9, "minimizing the impact of privacy protection mechanism in the application layer communication". 
[bookmark: _Toc22735513][bookmark: _Toc22642987]The main differences from existing solution #11 and #15 are as follows:
-	The proposed solution does not require duplicate transmission and hence does not require twice the consumption of network resources.
-	The proposed solution aligns with the one defined in TS 23.287 [2] clause 6.3.3.2 (i.e. 2-way message exchange rather than 3-way exchange).
-	Source Layer-2 ID update of one UE does not necessarily mandate the change of source Layer-2 ID in the peer UE (i.e. the peer UE can determine by itself when its L2 ID should be updated rather than dictated by the peer UE's action).
-	The proposed solution also considers groupcast mode of communication.
6.Y.2	Solution details 
The detailed solution in case of unicast mode of communication is illustrated in Figure 6.Y.2-1
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Figure 6.Y.2-1: Procedure for minimizing the impact of privacy protection mechanism in the application communication in unicast over PC5
0.	When UE 1 decides to change its source Layer-2 ID, it sends a Link Identifier Update Request message to UE 2 before it changes the identifiers. Refer to TS 23.287 [2] for details.
1.	Once the UE 2 receives the link identifier update request, it starts to listen to the messages from UE 1for both the old and the new source Layer-2 ID received.   
2.	UE 2 responds with a Link Identifier Update Response message. 
3-4.Upon reception of the message, UE 1 and UE 2 start to use the new identifiers for the data traffic (i.e. source Layer-2 ID for UE 1 while destination Layer-2 ID for UE 2). 
5.	UE 2 stops to receive and accept messages using the old identifiers from UE 1. This can be done after the UE2 receives a message from UE1 using new ID or a certain time interval T can be set.

[bookmark: _Toc22735514][bookmark: _Toc22642988]6.Y.3	Solution Evaluation


*** END OF CHANGE ***
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