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1
Decision/action requested

This contribution proposes to add solution details and evaluation to solution 4.1.
2
References

 N/A.
3
Rationale





In re-synchronisation procedure of TS 33.102, Conc(SQNMS) = SQNMS ( AK is the concealed value of the counter SQNMS in the MS, where AK=f5*K(RAND). AUTS is sent from UE to network, where AUTS = Conc(SQNMS) || MAC‑S. The HE/AuC retrieves SQNMS from Conc(SQNMS) by computing Conc(SQNMS) ÅAK. The MAC-S is not involved. MAC‑S is verified afterwards, where MAC-S= f1*K(SQNMS ||RAND||AMF).
In solution 4.1, A MAC-S is used for the calculation of AK. In re-synchronisation procedure, MAC-S is invoved to retrieve SQNMS as an input in network side. The SQNMS is used to verify MAC-S afterwards. The MAC-S is the input and the output for the verification. How to prove the efficiency of verification needs more work. 
4
Detailed proposal

*************** Start of Change ****************
6.4
Solutions on re-synchronisation in AKA
6.4.1
Solution #4.1: Using MACS as freshness in the calculation of AK
6.4.1.1
Introduction

This solution addresses the key issue #4.1.
6.4.1.2
Solution details
This solution adds MACS as an input parameter to the calculation of AK in the case of synchronisation failure for AKA. 

NOTE 1: As MACS is calculated using SQNMS, this ensures that a fresh input is used for the calculation of AK in a re-synchronistaion. 

NOTE 2: The use of MACS would be up to the operator as it is used in their HLR/HSS/ARPF and UISM. 

The calculation of the AUTS parameter for re-synchronistaion is described in clauses 6.3.3 and 6.3.5 of TS 33.102 [3]. In terms of the modifying that clause, this solution would require replacing the concealed value of the counter SQNMS, i.e. Conc(SQNMS), as follows; 

Conc(SQNMS) = SQNMS (  f5*K(RAND, [MAC-S])
and also modify the figure in clause 6.3.3 to the figure below.
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Figure 6.4.1.2-1: Modified construction of the parameter AUTS
For re-synchronisation procedure, when the HE/AuC receives an authentication data request with a "synchronisation failure indication" and AUTS, the detailed procedure is defined as follows:

· MAC-S and SQNMS( AK are retrived from AUTS.

· AK is calculated using f5 function with MAC-S as one input. 
· SQNMS is retrived by computing SQNMS( AK( AK. 

· MAC-S is verified with MAC-S’, where MAC‑S’ = f1*K(SQNMS || RAND || AMF).
It means MAC-S is one of the inputs to retrieve SQNMS. SQNMS is one of the inputs to verify MAC-S.
6.4.1.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
This solution requires changing the USIM 
Editor’s Note: SAGE evaluation is FFS.
*************** End of Change ****************
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