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1
Decision/action requested

This pCR proposes to provide some evaluation for solution#2.4.
2
Rationale

The Key issue #4.1 is not accurate enough, this proposal provide some updates on the key issue#4.1.
3
Detailed proposal

SA3 is kindly requested to agree to the below pCR to TR.
********************** First Change ****************************

6.2.4
Solution #2.4:  Mitigation against the linkability attack

6.2.4.1
Introduction

This solution addresses the key issues #2.1 and #4.1.
6.2.4.2
Solution details

The procedure works as follow when the USIM detects a MAC failure or a synchronisation failure during the authentication procedure. 



Figure 6.2.4.2-1: Mitigation against linkability issue

1. The home network sends an authentication request.

2. The SEAF sends the authentication request to the UE. 

3. The USIM verifies the freshness of the 5G authentication vector by checking whether the AUTN can be accepted. 

If the USIM detects a MAC failure, then the USIM returns a synchronisation failure message (AUTS) consisting of a random number. 

If the USIM detects a synchronisation failure, then the USIM generates a random value RAND_SQN, returns an AUTS containing RAND_SQN instead of the SQNMS and the corresponding MAC-S based on RAND_SQN.

4. The UE sends the authentication response to the SEAF.

5. The SEAF sends to the home network a Nausf_UEAuthentication_Authenticate Request with a synchronization failure indication.

6. The home network checks the MAC-S value send by the USIM.

If the MAC-S verification is successful then the home network knows that the failure corresponds to a synchronization failure. Otherwise, the home network concludes that the failure corresponds to a MAC failure.

The home network can take the decision to create a new authentication vector either to run a new authentication procedure or to run an authentication procedure for resynchronisation in order to retrieve the SQNMS value from the UE.

In case of authentication procedure for resynchronisation

7. The home network decides to perform authentication procedure.

The home network retrieves RAND_SQN from the AUTS previously sent by the USIM, generates a new random RAND_SVR and computes RAND_Sync, where RAND_Sync = RAND_SQN || RAND_SVR

The home network computes an authentication vector built with RAND_Sync and sends the authentication vector to the SEAF.

8. The SEAF sends the authentication request to the UE. 

9. The USIM verifies the freshness of the 5G authentication vector by checking whether the AUTN can be accepted. 

If the MAC is valid and if the AMF field indicates a resynchronization procedure, then the USIM verifies that the received RAND_Sync has been generated based on the USIM Random_SQN previously sent. If the verification of the RAND_Sync is successful, then the USIM computes AK = f5K (RAND_Sync), and returns AUTS (SQNMS ( AK || MAC-S). 

10. The UE sends the Authentication response to the SEAF.

11. The SEAF sends to the home network a Nausf_UEAuthentication_Authenticate Request with a synchronization failure indication.

12. The home network checks the MAC-S value sent by the USIM.

If the MAC-S verification is successful then the home network knows that the failure corresponds to a synchronization failure. Additionnaly, the home network knows that an authentication procedure for resynchronisation procedure is ongoing. Consequently, the home network uses RAND_Sync to compute AK and retrieves SQNMS. 
Additionally, in order to improve the security, the following steps can take place:  

· The USIM records all authentication errors (MAC and Sequence Number errors)

· The USIM informs the user of potential attack when counters reaches a pre-defined threshold

· Once the connection is established, the USIM reports the attack location and attack scenario. 

The solution impacts only the USIM and the home network. The solution requires change of the USIM. 

Editor’s Note: Threat analysis for authentication resynchronization will need to be done. 

Editor’s Note: The need for unified failure cause is FFS.

6.2.4.3
Evaluation

Editor’s Note: Evaluation against active attack is FFS.
The solution proposed that both MAC failure message and Sync failure has same format, only one of them includes the MAC. The attacker could modify any of them to make the MAC verification failed. 

· If the failure message is MAC failure message, it contains a random number instead of the MAC-S in AUTS. Supposing the attacker tamper the content, then after the network verify the MAC-S, it will fail, then the network take this failure message as the the MAC failure. 

· If the failure message is Sync failure message, it contains a MAC-S in AUTS. Supposing the attacker tampers the MAC-S, then after the network verify the MAC-S, it will fail, then the network takes this failure message as the MAC failure, which is incorrect.

This could lead to attack in which all the failure message will be taken as the MAC failure, and the original MAC failure is tampered while the network is not aware, then upon receipt of an authentication failure message, the AMF/SEAF may initiate new authentication towards the UE.
But, this attack is not new, it already exists in AKA. 
Editor’s Note: Further evaluation is FFS.
********************** End of pCR********************
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10. The USIM verifies the MAC, RAND_Sync and AMF field. 
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7. The home network generates new authentication vector with RAND_Sync and uses the AMF field to indicate a synchronization procedure





6. The home network checks MAC-S value to determine the type of the failure. 
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12. The home network verifies the integrity of MAC-S using AK computed with RAND_Sync and retrieves SQNMS.








