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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

Editor’s Note: This clause contains some background information for the study. 
1
Scope

The scope of this study is the following

· key issues, potential security requirements and solutions of how to enhance the authentication process to ensure the security of session anchor keys in case the long-term key is leaked.

· key issues, potential security requirements and solutions of how to mitigate the linkability attacks
· key issues, potential security requirements and solutions of how to mitigate the impacts of potential DDoS threats due to concealing the SUPI. 
· key issues, potential security requirements and solution of how to mitigate the leaking of SQN values during AKA re-synchronisation.
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TS 33.501: "Security architecture and procedures for 5G system".
[3]
3GPP TS 33.102: "Security architecture".

[4]
Ravishankar Borgaonkar (published online: July 2019), “New Privacy Threat on 3G, 4G, and Upcoming 5G AKA Protocols”, https://eprint.iacr.org/2018/1175.pdf
[5]
3GPP TS 29.503: "5G System; Unified Data Management Services".

3
Definitions, symbols and abbreviations
3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

example: text used to clarify abstract rules by applying them literally.

3.2
Symbols

For the purposes of the present document, the following symbols apply:

<symbol>
<Explanation>

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

<ACRONYM>
<Explanation>

4
Current status of the primary authentication procedure in the 5G System

Editor’s Note: This clause contains a high-level overview of the primary authentication procedure, the potential envisioned enhancements and their potential impacts on the current Rel-15 security mechanisms.
5
Key issues

Editor’s Note: This clause contains all the key issues identified during the study.
5.1
Key issues on anchor keys security

5.1.X
Key Issue #1.X: <Key Issue Name>

5.1.X.1
Key issue details

5.1.X.2
Security threats

5.1.X.3
Potential security requirements
5.2
Key issues on resilience against identifier linkability

5.2.1
Key Issue #2.1: Mitigation against the linkability attack
5.2.1.1
Issue details
In 5G, 5G AKA and EAP AKA’ are subjected to the linkability attack like UMTS AKA because they inherit the error messages (MAC failure, Synch failure) from UMTS AKA. In the linkability attack, the attacker can detect the presence of a victim subscriber, in one of his monitored areas, an active attacker just needs to have previously intercepted one legitimate authentication request message containing the pair (RAND,AUTN) sent by the network to UE. The captured authentication request can now be replayed by the adversary each time he wants to check the presence of UE in a particular area. In fact, thanks to the error messages, the adversary can distinguish any UE from the one the authentication request was originally sent to. On reception of the replayed authentication challenge and authentication vectors (RAND, AUTN), the victim UE successfully verifies the MAC and sends a synchronization failure message. However, the MAC verification fails when executed by any other UE, and as a result a MAC failure message is sent. The implementation of few false base station would then allow an attacker to trace the movements of a victim UE, resulting in a breach of the subscriber’s untraceability. 
The attacker could distinguish the MAC failure and synchronization failure using the several methods, such as according to the failure cause embedded in the authentication failure message sent by the victim UE, or according the difference between the length of the response for MAC failure and the length of the response for SYNC failure. Hence, the mechanism used for mitigating the linkability attack shall take all the above methods into consideration.

However, even if a solution could make the MAC failure and synchronization failure indistinguishable, the attacker could also distinguish other interaction differences between the UE and the network to trace the victim UE, such as whether NAS SMC is triggered, Registration Accept/Reject, or the other message length differences. 
5.2.1.2
Security Threats
In case the linkability attack occurs, it represents a breach of the user’s untraceability, the attacker can establish the traceability of a subscriber based on the study of the failure messages and can detect subscriber’s presence in a specific area by replaying one old legitimate authentication vector including (RAND and AUTN).
5.2.1.3
Potential security requirements
The 5G system shall support mechanisms to mitigate the Linkability attacks.
5.2.X
Key Issue #2.X: <Key Issue Name>

5.2.X.1
Key issue details

5.2.X.2
Security threats

5.2.X.3
Potential security requirements
5.3
Key issues on availability aspects of SUCI usage

5.3.1
Key Issue #3.1: Key issue on fraudulent attack due to expired authentication result in the UDM 

5.3.1.1
Key issue details

TS 33.501 clause 6.1.4 specifies that the authentication result will be stored by the UDM after the successful authentication, and can be used to link authentication confirmation to the subsequent procedures, in order to prevent certain types of fraud, e.g. fraudulent Nudm_UECM_Registration Request for registering the subscriber's serving AMF in UDM while the subscriber is not actually present in the visited network. 

However, in the case of UE/network-initiated deregistration procedure or SMC failure after AKA in the registration procedure, UDM still has the authentication result, according to TS 29.503 [5]. This may cause security issues. Fraudulent UDM service request like fraudulent Nudm_UECM_ Registration service request sent by the AMF may be accepted by the UDM, , and the UDM may store the AMF ID as the current AMF serving for the UE, even though the UE is already deregistered from the serving network. Therefore, in the deregistration or NAS SMC failure case describe above, the authentication result shall be removed, considering the authentication result usage specified in TS 33.501 clause 6.1.4.
Editor’s Note: Align with the objective of the study needs to be clarified.

Editor’s Note: Key issue details are FFS.

5.3.1.2
Security threats

Editor’s Note: security threats are FFS.

In case of UE-initiated deregistration procedure, or network-initiated deregistration, or SMC failure after AKA during the registration procedure, the fraudulent service request can be initated by an attacker to tamper, or steal the UE data, or subscribe the service from the UDM if the authentication result stored in the UDM is not removed. For example, fraudulent Nudm_UECM_ Registration service request can be sent by the attacker, and accepted by the UDM to store the AMF ID as the current AMF which is serving for the UE. Fraudulent Nudm_SDM_Get service may be used by the attacker to steal the data from the UDM.
5.3.1.3
Potential security requirements
Editor’s Note: Potential security requirements are FFS.
The fradulent attack due to expired authentication result in the UDM shall be mitigated.
5.3.2
Key Issue #3.2: Key issue to mitigate the SUPI guessing attacks
5.3.2.1
Key issue details

It is plausible that the attacker knows the network’s public key provisioned in the attacker-controlled SIM card. The attacker could launch a SUPI guessing attack as follows. It generates a guessed SUPI and converts it into SUCI by using network’s public key. Then it sends a fabricated Registration Request message contining the SUCI. Up on receipt of a Registration Request message, the network decrypts SUCI and obtains the SUPI. If SUPI is valid, the network sends an Authenticiation Requst message; otherwise, the network issues a Registration Reject message.  Thus the attacker can ascertain that the guessed SUPI is valid if it receiving Authenticiation Requst message.  After a great number of SUPI guessing attacks, the adversary could figure out the whole database of SUPIs for a dedicated network. 

The attacker further could determine whether the valid SUPI belongs to a dedicated victim or not. It forwards the received Authenticiation Requst message to the victim. If the victim replies with the Authentication Failure message, then the valid SUPI does not match the victim. If the victim responds with Authentication Response message, then the victim with the valid SUPI is found.
5.3.2.2
Security threats

The attacker is able to determine whether a SUPI belongs to a given network. 

EN: The impact of threat is FFS.
5.3.2.3
Potential security requirements

FFS
5.4
Key issues on re-synchronisation in AKA
5.4.1
Key Issue #4.1: Protection of SQN during AKA re-synchronisations
5.4.1.1
Key issue details
The freshness parameter for the calculation of AK (the keystream that protects the SQN returned to the network) during a re-synchronisation in AKA is the random number RAND from the challenge. An attacker can force the re-use of RAND and hence the keystream AK may be used multiple times to protect different SQNs [4]. The attacker could leverage the feedback from the network side and conduct an activity monitoring attack to break subscribers’ privacy. It is preferable to avoid such keystream re-use. 
5.4.1.2
Security threats
The re-use of key stream allows an attacker to obtain the XORes value between two different SQNs. It has been shown in [4] how this property in conjunction with issuing fresh challenges can enable an attacker to estimate the least significant bits of SQN. Hence some information about SQN can leak despite the encryption of SQN, which lead to the privacy leakage of the subscribers.

Editor’s Note: Add a reference to the papers if there is a suitable one that follows drafting rules.
5.4.1.3
Potential security requirements

The protection of SQN during AKA re-synchronisations should prevent the information leakage of SQN values.
6
Solutions

Editor’s Note: This clause contains the proposed solutions addressing the identified key issues.

6.1
Solutions for anchor keys security

6.1.Y
Solution #1.Y: <Solution Name>

6.1.Y.1
Introduction

Editor’s Note: Each solution should list the key issues being addressed.

6.1.Y.2
Solution details

6.1.Y.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.

6.2
Solutions for resilience against identifier linkability

6.2.1
Solution #2.1: Handling of Sync failure
6.2.1.1
Introduction

This solution addresses the key issue #2.1 Mitigation against the linkability attack and key issue #4.1 Protection of SQN during AKA re-synchronisations. The AUSF and UE stores the Kausf during successful authentication. When sync failure occurred, the UE uses the Kausf stored during previously successful authentication to encrypt the AUTS, and the AUSF uses the Kausf stored during previously successful authentication to decrypt the AUTS.

Editor’s Note: The security risk of using a fixed key is FFS.
If no stored Kausf,  the KEY is a 256-bit binary string of all 0s.
6.2.1.2
Solution details


[image: image3.emf] 

5. Nausf_UEAuthentication_   Authenticate Response   (5G  SE   AV)  

6 . Auth entication Request  

UE  

2. Nudm_Authentication_Get  Response   (5G HE AV, [SUPI])  

1 0 . Nausf_UEAuthentication_   Authenticate Request   (RES*)  

8 . Auth entication  Response  

UDM/ARPF  

9 . Calculate HRES* and  compare   to HXRES* .  

3. Store XRES*   4. Calculate HXRES*  

7. Calculate Authentication  Resp onse (RES*) .    

SEAF   AUSF  

1.  G enerate AV  

1 2 . Nausf_UEAuthentication_   Authenticate Response   (Result, [SUPI] , Kseaf )  

1 1 .  RES *  Verification  


Figure 6.2.1.2: Authentication procedure for 5G AKA

The authentication procedure of 5G AKA in 6.1.3.2.0 of TS 33.501 [2] is followed with the modifications:

Step 3: The AUSF shall store the XRES* temporarily together with the received SUCI or SUPI. The AUSF shall store the KAUSF.

Step 8: The UE shall return RES* to the SEAF in a NAS message Authentication Response. The UE shall store the KAUSF.

Step 11:When the AUSF receives as authentication confirmation the Nausf_UEAuthentication_Authenticate Request message including a RES* it may verify whether the AV has expired. If the AV has expired, the AUSF may consider the authentication as unsuccessful from the home network point of view, and in this case the AUSF shall remove the KAUSF stored in step 2. AUSF shall compare the received RES* with the stored XRES*. If the RES* and XRES* are equal, the AUSF shall consider the authentication as successful from the home network point of view, and in this case the AUSF shall remove the old KAUSF stored during previously successful authentication if exists. AUSF shall inform UDM about the authentication result (see sub-clause 6.1.4 of the present document for linking with the authentication confirmation).

The handling of Sync failure in 6.1.3.3 of TS 33.501 [2] is followed with the modifications:

6.2.1.2.1
Synchronization failure or MAC failure

6.2.1.2.1.1
Synchronization failure or MAC failure in USIM

This clause describes synchronisation failure or MAC failure in USIM.

In step 7 in Figure 6.1.3.2-1 when 5G AKA is used; or in step 5 in Figure 6.1.3.1-1 when EAP-AKA’ is used, at the receipt of the RAND and AUTN, if the verification of the AUTN fails, then the USIM indicates to the UE the reason for failure and in the case of a synchronisation failure passes the AUTS parameter (see TS 33.102 [9]) to the UE. 

If 5G AKA is used: The ME shall respond with NAS message Authentication Failure with a CAUSE value indicating the reason for failure. In case of a synchronisation failure of AUTN (as described in TS 33.102 [9]), the UE shall also include encrypted AUTS that the plaintext AUTS was provided by the USIM. Upon receipt of an authentication failure message, the AMF/SEAF may initiate new authentication towards the UE. (see TS 24.501 [35]).  

The AUTS encryption is done by following: The UE generates a keystream by computing HMAC-SHA-256 with a KEY and RAND as input. If the UE has stored a KAUSF, the KEY is the KAUSF, otherwise the KEY is 256-bit string of all 0s. The UE uses a bit per bit binary addition of the AUTS and the keystream.

If EAP-AKA’ is used: The UE shall proceed as described in RFC 4187 [21] and RFC 5448 [12] for EAP-AKA’.

6.2.1.2.1.2
Synchronization failure recovery in Home Network

Upon receiving an authentication failure message with synchronisation failure (encrtyped AUTS) from the UE, the SEAF sends an Nausf_UEAuthentication_Authenticate Request message with a "synchronisation failure indication" to the AUSF. The AUSF generates a keystream by computing HMAC-SHA-256 with a KEY and RAND sent to the UE in the preceding Authentication Request as input. If the AUSF has stored a KAUSF that generated during previously successful authentication, the KEY is the KAUSF, otherwise the KEY is 256-bit string of all 0s. The AUSF uses a bit per bit binary addition of the encypted AUTS and the keystream to get the plaintext AUTS. The AUSF then sends an Nudm_UEAuthentication_Get Request message to the UDM/ARPF, together with the following parameters:

-
RAND sent to the UE in the preceding Authentication Request, and

-
Plaintext AUTS.

An SEAF will not react to unsolicited "synchronisation failure indication" messages from the UE.

The SEAF does not send new authentication requests to the UE before having received the response to its Nausf_UEAuthentication_Authenticate Request message with a "synchronisation failure indication" from the AUSF (or before it is timed out).

When the UDM/ARPF receives an Nudm_UEAuthentication_Get Request message with a "synchronisation failure indication" it acts as described in TS 33.102 [9], clause 6.3.5 where ARPF is mapped to HE/AuC. The UDM/ARPF sends an Nudm_UEAuthentication_Get Response message with a new authentication vector for either EAP-AKA’ or 5G-AKA depending on the authentication method applicable for the user to the AUSF. The AUSF runs a new authentication procedure with the UE according to clauses 6.1.3.1 or 6.1.3.2 depending on the authentication method applicable for the user.
6.2.1.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.

6.2.2
Solution #2.2: <Mitigation against the linkability attack and the SQN leakage attack>

6.2.2.1
Introduction

This solution addresses the key issue#2.1 and key issue #4.1.
6.2.2.2
Solution details

The basic idea of the solution is that the UE sends only one encrypted message to the network to indicate the error message type (MAC_FAIL, SYNC_FAIL) if the UE authentication network fails. This message is protected by using the encryption key KE and the integrity key KM, which are derived from the session anchor key KAUSF that is known to the UE and the network.  Since this message is encrypted, the attacker cannot get the content of this message, and can not initiate a linkability attack. Moreover, the SQN is not disclosed even if the key stream to encrypt the SQN is resued, since the AUTS which is the XORes value between SQN and the key stream is encrypted with the key KE. The procedure of the proposal is illustrated in the following figure. 
Editor’s Note: The use of previous KAUSF needs to be further clarified. 
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The steps of the proposal are as follows.
1. The network authenticates the UE using the selected authentication protocol.
2. The UE verifies the network. If the verification fails, an Authentication Response message is generated, which includes FAIL_CAUSE, Nonce, SUPI, and RES_DATA. The value of FAIL_CAUSE can be MAC_FAIL, SYNC_FAIL. Nonce is a one-time random number that makes the ciphertext of the Authentication Response message different each time to prevent the attacker from guessing the actual value of FAIL_CAUSE. The SUPI of the UE may be optionally sent to the network in this message to prevent the SEAF from initiating an Identity Request message to the UE. In this way, SEAF could only send an Authentication Request message to the UE regardless of whether it is MAC_FAIL or SYNC_FAIL, thereby avoiding the linkability attack raised by that the SEAF acknowledeges the UE with different actions after receiving the different Authentication Response message specified in reference [3].  If the value of FAIL_CAUSE is SYNC_FAIL and RES_DATA is AUTS, it is generated according to reference [2] for restoring SQN synchronization between UE and network. If the value of FAIL_CAUSE is MAC_FAIL, RES_DATA is a random number whose length is the same as that of AUTS. This Authentication Response message is encrypted by using the ncryption key KE, and its MAC  is generated by using the integrity key KM. The generation of the keys KE and KM is carried out in accordance with the key derivation function KDF of TS 33.220 Appendix B, which is calculated as follows:

KE=KDF (KAUSF, RAND || length of RAND‖"Encryption Key"‖ Length of " Encryption Key")
KM=KDF (KAUSF, RAND || length of RAND‖"MAC Key"‖Length of "MAC Key" )
      Here  " ‖" represents the string concatenation.
3. The UE sends an Authentication Response message to the SEAF.
4. The SEAF forwards the Authentication Response message to the AUSF in the message Nausf_UE Authentication_Authenticate request.
5. Like UE, the AUSF derives the encryption key KE and the integrity key KM from the session achnor key KAUSF. Further the AUSF verifies the MAC using the integrity key KM, and if the verification is successful, decrypts the message using the  encryption key KE.
6. If FAIL_CAUSE is SYNC_FAIL, the AUSF sends a Nudm_UEAuthentication_Get request message to the UDM with the following parameters: RAND and AUTS. The UDM synchronizes the SQN of the network with the SQN of the UE according to AUTS and RAND.
7. The AUSF sends FAIL_CAUSE and the SUPI of the UE to the SEAF.
6.2.2.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.

6.2.3
Solution #2.3: Mitigate the linkability attack

6.2.3.1
Introduction

This solution addresses the aspect of “breach of the user’s untraceability” in Key Issue #3.1 “Mitigation against the linkability attack”.
6.2.3.2
Solution details

The authentication response message shall have the uniform format to protect the user privacy. 
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Figure 6.2.3: Authentication procedure for 5G AKA

When the UE receives the authentication request message from the AMF/SEAF, it shall send unified authentication response message with same format in the following scenarios. The message includes three part: RES*, AUTS, and a cause value. The cause value in these three cases can be the same value.
Cause A: If the verification of the AUTN passes, the UE shall generate the authentication response message containing a RES* calculated according to Annex A.4 in TS 33.501 [2], in which a pseudo AUTS and a cause value are also included. The pseudo AUTS is generated with random numbers.
Case B: If the UE determines the SQN to not be in the correct range, it shall generate the authentication response message containing an AUTS calculated according to Clause 6.3.3 in TS 33.102 [3], in which a pseudo parameter RES* and a cause value are also included. . The pseudo RES* is generated with random numbers.
Case C: If the MAC failure occurs, the UE shall generate the authentication response message containing a cause value, in which a pseudo RES* and AUTS are slao included. The pseudo RES* and AUTS are generated with random numbers.
The above authentication response message with the same format is then sent to the AMF/SEAF. 

Once the AMF/SEAF receives the authentication response message, it shall interact with the AUSF according to the verification of authentication response message, which is as specified in the following:

-
If the AMF/SEAF determines the HRES* is correct, it shall send a Nausf_UEAuthentication_Authenticate Request message containing the parameter RES* to the AUSF. The following procedure shall be performed according to Clause 6.1.3.2 in TS 33.501 [2]. 

-
 Otherwise, the AMF/SEAF shall send a Nausf_UEAuthentication_Authenticate Request message containing the AUTS to the AUSF. The AUSF shall then send a Nudm_UEAuthentication_Get Request to the UDM containing the AUTS. If the verification of AUTS passes, the UDM shall update the SQN and generate a new AV, and then send it back to the AMF/SEAF. If the AMF/SEAF receives this new AV, it shall neglect the cause value in the authentication response message received from the UE and launch the reauthentication procedure; Or, if the AMF/SEAF receives a reponse indicating the failure of AUTS verification from the UDM, it shall send a reject message to UE based on the cause value in the authentication response message.

6.2.3.3
Evaluation

This solution enables the network to mitigate the Linkability attacks. 

When the UE receives the authentication request message, UE generates authentication response with unified formate for successful authentication, MAC failure and sync failure. Successful authentication can be distinguished through verification of RES* in AMF. MAC failure and sync failure can be differentiated through verification of AUTS in UDM. 

The attackers are unable to get the failure type with the authentication response message.This solution impacts the visited network.

Editor's Note: NAS procedure impact is FFS.
6.2.4
Solution #2.4:  Mitigation against the linkability attack
6.2.4.1
Introduction

This solution addresses the key issues #2.1 and #4.1.
6.2.4.2
Solution details

The procedure works as follow when the USIM detects a MAC failure or a synchronisation failure during the authentication procedure. 
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Figure 6.2.4.2-1: Mitigation against linkability issue

1. The home network sends an authentication request.

2. The SEAF sends the authentication request to the UE. 

3. The USIM verifies the freshness of the 5G authentication vector by checking whether the AUTN can be accepted. 

If the USIM detects a MAC failure, then the USIM returns a synchronisation failure message (AUTS) consisting of a random number. 

If the USIM detects a synchronisation failure, then the USIM generates a random value RAND_SQN, returns an AUTS containing RAND_SQN instead of the SQNMS and the corresponding MAC-S based on RAND_SQN.

4. The UE sends the authentication response to the SEAF.

5. The SEAF sends to the home network a Nausf_UEAuthentication_Authenticate Request with a synchronization failure indication.

6. The home network checks the MAC-S value send by the USIM.

If the MAC-S verification is successful then the home network knows that the failure corresponds to a synchronization failure. Otherwise, the home network concludes that the failure corresponds to a MAC failure.

The home network can take the decision to create a new authentication vector either to run a new authentication procedure or to run an authentication procedure for resynchronisation in order to retrieve the SQNMS value from the UE.
In case of authentication procedure for resynchronisation
7. The home network decides to perform authentication procedure.
The home network retrieves RAND_SQN from the AUTS previously sent by the USIM, generates a new random RAND_SVR and computes RAND_Sync, where RAND_Sync = RAND_SQN || RAND_SVR

The home network computes an authentication vector built with RAND_Sync and sends the authentication vector to the SEAF.

8. The SEAF sends the authentication request to the UE. 

9. The USIM verifies the freshness of the 5G authentication vector by checking whether the AUTN can be accepted. 

If the MAC is valid and if the AMF field indicates a resynchronization procedure, then the USIM verifies that the received RAND_Sync has been generated based on the USIM Random_SQN previously sent. If the verification of the RAND_Sync is successful, then the USIM computes AK = f5K (RAND_Sync), and returns AUTS (SQNMS ( AK || MAC-S). 

10. The UE sends the Authentication response to the SEAF.

11. The SEAF sends to the home network a Nausf_UEAuthentication_Authenticate Request with a synchronization failure indication.

12. The home network checks the MAC-S value sent by the USIM.

If the MAC-S verification is successful then the home network knows that the failure corresponds to a synchronization failure. Additionnaly, the home network knows that an authentication procedure for resynchronisation procedure is ongoing. Consequently, the home network uses RAND_Sync to compute AK and retrieves SQNMS. 
Additionally, in order to improve the security, the following steps can take place:  

· The USIM records all authentication errors (MAC and Sequence Number errors)

· The USIM informs the user of potential attack when counters reaches a pre-defined threshold
· Once the connection is established, the USIM reports the attack location and attack scenario. 
The solution impacts only the USIM and the home network. The solution requires change of the USIM. 

Editor’s Note: Threat analysis for authentication resynchronization will need to be done. 

Editor’s Note: The need for unified failure cause is FFS.

6.2.4.3
Evaluation

Editor’s Note: Evaluation against active attack is FFS.

The solution proposed that both MAC failure message and Sync failure has same format, only one of them includes the MAC. The attacker could modify any of them to make the MAC verification failed. 

-   If the failure message is MAC failure message, it contains a random number instead of the MAC-S in AUTS. Supposing the attacker tamper the content, then after the network verify the MAC-S, it will fail, then the network take this failure message as the the MAC failure. 

-   If the failure message is Sync failure message, it contains a MAC-S in AUTS. Supposing the attacker tampers the MAC-S, then after the network verify the MAC-S, it will fail, then the network takes this failure message as the MAC failure, which is incorrect.

This could lead to attack in which all the failure message will be taken as the MAC failure, and the original MAC failure is tampered while the network is not aware, then upon receipt of an authentication failure message, the AMF/SEAF may initiate new authentication towards the UE.

But, this attack is not new, it already exists in AKA. 
Editor’s Note: Further evaluation is FFS.
6.2.5
Solution #2.5: Mitigation against the linkability attack

6.2.5.1
Introduction

This solution addresses key issue #3.1: Mitigation against the linkability attack. 
6.2.5.2
Solution details 
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Figure 6.2.5-1: Signaling flow of mitigation against the linkability attack
1. In the authentication procedure, the AMF sends the authentication request message, which contains AUTN and RAND, to the UE.

2. After receiving the authentication request message, the UE verifies the MAC and the SQN in the AUTN. If the verification fails, the UE shall encrypt the authentication failure cause value (MAC failure or Synch failure) by using the method of calculating the SUCI，as specified in the following:

· If the authentication failure cause is MAC failure, the UE shall construct a scheme-input including 5GMM Cause (MAC failure) and padding N bits of 0. The padded bit length is the same as the length of the AUTS. 

· If the authentication failure cause is Synch failure, the UE shall construct a scheme-input including 5GMM Cause (Synch failure) and AUTS. 
The UE shall execute the protection scheme (Profile A or Profile B) with the constructed scheme-input as input and take the output as the encrypted cause (indicated by "Enc(Cause)"). The encryption of the authentication failure cause value is calculated in either USIM or ME.
3. The UE sets the 5GMM Cause in the message to the newly defined "MAC failure or synch failure", to indicate that the authentication failure is caused by MAC failure or Synch failure. The UE sends the newly defined 5GMM Cause and the encrypted authentication failure cause to the AMF within the authentication failure message.
4. Upon receive of the authentication failure message, the AMF parses the 5GMM Cause IE in the message. If the 5GMM Cause IE is the newly defined "MAC failure or synch failure", the AMF decides to send the encrypted authentication failure cause to the UDM for decryption.
5. The AMF sends the Enc(Cause) and RAND to the AUSF through Nausf_UEAuthentication_Authenticate Request.
6. The AUSF sends the Enc(Cause) and RAND to the UDM through Nudm_UEAuthentication_Get Request.
7. UDM decrypts the Enc(Cause). The UDM shall decrypt the Enc(Cause) by using the method of decrypting the SUCI, and obtains the specific authentication failure cause. The UDM shall determine the subsequent procedures (e.g. re-authentication or notifying the AMF of the authentication failure cause) based on the decrypted authentication failure cause.
8a. If the authentication failure cause is Synch failure, the UDM shall acts as described in TS 33.501, clause 6.1.3.3.2, where a new authentication procedure with UE will be initiated. The Step 9 to Step 10 shall be omitted.

8b. If the authentication failure cause is MAC failure, the UDM sends the decrypted authentication failure cause to the AUSF through Nudm_UEAuthentication_Get Response.
9. The AUSF sends the decrypted authentication failure cause to the AMF through Nausf_UEAuthentication_Authenticate Response.
10. The AMF may initiate new authentication towards the UE based on the authentication failure cause.
6.2.5.3
Evaluation

In this solution, the UE encrypts the authentication failure cause value (MAC failure or Synch failure) by using the method of calculating the SUCI and sends it to the core network. Only the NF in the core network can decrypt and obtains the specific failure cause. Thus, the attacker cannot distinguish the specific authentication failure cause, thereby preventing the breach of the user’s untraceability and mitigating the linkability attack. 

The solution fulfils the potential security requirements from Key Issue #3.1X: “The 5G system shall support mechanisms to mitigate the Linkability attacks”. 
The visited network is impacted, and not R15 compatible.
The UE shall construct a scheme-input including 5GMM Cause (MAC failure), the length of which may exceed the current maximum length of MAC failure message, hence the size of the MAC failure message may be impacted.
This solution relies on the avaibility of SUCI mechanism. If the 5GS or the UE does not support the SUCI mechanism, the solution cannot work. 
6.3
Solutions for availability aspects of SUCI usage

6.3.Y
Solution #3.Y: <Solution Name>

6.3.Y.1
Introduction

Editor’s Note: Each solution should list the key issues being addressed.

6.3.Y.2
Solution details

6.3.Y.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.

6.4
Solutions on re-synchronisation in AKA
6.4.1
Solution #4.1: Using MACS as freshness in the calculation of AK
6.4.1.1
Introduction

This solution addresses the key issue #4.1.
6.4.1.2
Solution details
This solution adds MACS as an input parameter to the calculation of AK in the case of synchronisation failure for AKA. 

NOTE 1: As MACS is calculated using SQNMS, this ensures that a fresh input is used for the calculation of AK in a re-synchronistaion. 

NOTE 2: The use of MACS would be up to the operator as it is used in their HLR/HSS/ARPF and UISM. 

The calculation of the AUTS parameter for re-synchronistaion is described in clauses 6.3.3 and 6.3.5 of TS 33.102 [3]. In terms of the modifying that clause, this solution would require replacing the concealed value of the counter SQNMS, i.e. Conc(SQNMS), as follows; 

Conc(SQNMS) = SQNMS (  f5*K(RAND, [MAC-S])
and also modify the figure in clause 6.3.3 to the figure below.
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Figure 6.4.1.2-1: Modified construction of the parameter AUTS
For re-synchronisation procedure, when the HE/AuC receives an authentication data request with a "synchronisation failure indication" and AUTS, the detailed procedure is defined as follows:

· MAC-S and SQNMS( AK are retrived from AUTS.

· AK is calculated using f5 function with MAC-S as one input. 
· SQNMS is retrived by computing SQNMS( AK( AK. 

· MAC-S is verified with MAC-S’, where MAC‑S’ = f1*K(SQNMS || RAND || AMF).
It means MAC-S is one of the inputs to retrieve SQNMS. SQNMS is one of the inputs to verify MAC-S.
6.4.1.3
Evaluation

The solution address the key issue by providing a fresh input to the calculation of AK to ensure that the same AK is not used to protected two different SQNs.
This solution requires changing the USIM and the HSS/HLR/UDM. The change is essentially updating these to support a new authentication and key agreement algorithm, although in this case the change could be a small change to an existing algorithm.
The solution does not affect any entity between the USIM and home network. 

The solution is a deployment option for the home operator. 

Deploying this protects the use of AKA for all usage scenarios, e.g. it is not specific to 5G. 

Editor’s Note: How the network determines whether to use legacy or new algorithm for legacy and new USIMs is FFS.

Editor’s Note: Further evaluation is needed.

Editor’s Note: SAGE evaluation is FFS.
6.4.2
Solution #4.2: Using symmetric encryption function to protect SQN during a re-synchronisation procedure in AKA 
6.4.2.1
Introduction

This solution addresses the key issue #5.4.1.
6.4.2.2
Solution details
This solution proposes to use symmetric encryption function to protect SQN with input key of AK in the case of synchronisation failure for AKA.  

The calculation of the AUTS parameter for re-synchronistaion is described in clauses 6.3.3 and 6.3.5 of TS 33.102 [3]. In terms of the modifying that clause, this solution would require adding a new function f*6 and replacing the concealed value of the counter SQNMS, i.e. Conc(SQNMS), as follows; 

Conc(SQNMS) = f6*AK(SQNMS )
f6* is the symmetric encryption function used to encrypt SQNMS using AK as input key. f6*AK(SQNMS ) is the encrypted value of the counter SQNMS in the MS. The figure in clause 6.3.3 of [3] is modified to the figure below.
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Figure 6.4.2.2-1: Modified construction of the parameter AUTS
To decrease the complexity, the f5* function can be replaced by XOR.
6.4.2.3
Evaluation

Solution requires a major change of authentication algorithms, and the examples defined in 3GPP (Milenage and TUAK). 
Solution requires change of USIM
7
Conclusions

Editor’s Note: This clause contains the agreed conclusions that will form the basis for any normative work.
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