3GPP TSG-SA3 Meeting #97 	S3-194674
Reno,US, 18 – 22 November 2019							
Title:	LS on removing the invalid authentication result in UDM
Response to:	
Release:	
Work Item:	FS_AUTH_ENH

Source:	SA3
To:	CT4
Cc:	

Contact Person:	
Name: Juan Deng	
Tel. Number:	
E-mail Address:	dengjuan5@huawei.com

Send any reply LS to:	3GPP Liaisons Coordinator, mailto:3GPPLiaison@etsi.org 	

Attachments:


1. Overall Description:
TS 33.501 specifies that the authentication result stored in the UDM can be used to prevent certain types of fraudulent attacks. 

SA3 has been studying in TR 33.809 Key Issue #3.1: Key issue on fraudulent attack due to expired authentication result in the UDM. SA3 identifies that the authentication result in UDM will become invalid when:
· the UE deregisters from the network; or
· in the registration procedure the NAS SMC fails followed by authentication.

The invalid authentication result shall be removed in these scenarios, otherwise, certain types of fraudulent attacks may not be prevented.
  
Therefore, SA3 kindly asks CT4 to take this information into account and remove the authentication result stored in the UDM in the above scenarios.


2. Actions:
To CT4 group.
ACTION: 	SA3 kindly asks the CT4 group to take the above information into account and remove the authentication result in the UDM in the above scenarios.

3. Date of Next TSG-SA WG5 Meetings:
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