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1. Overall Description:

The purpose of this LS is to follow up on the LS on PC5 unicast and groupcast security protection. In particular, this LS extends the following answer in S3-192421 (Reply LS to S3-190044/S2-1812854):

- A unicast solution was developed by SA2 as documented in clause 6.11 of TR 23.786. SA2 would like to know if SA3 sees a need to provide link layer protection for the unicast connection, and if there is any security measure to be developed to protect the V2X traffic, including privacy protection. 
SA3 answer: SA3 considers that at least integrity protection is required for PC5-S messages during V2X unicast communication establishment. More information on AS layer messages is required from RAN2. For information, SA2 is advised to refer clause 5.1 and 5.2 of TR 33.836 for the related key issues. At this stage of work, SA3 expects a potential need for an update to the security establishment procedure between V2X UEs during link establishment. There may be a need for an update to the link identifier update procedure for privacy protection.
SA3 update: 
SA3 has identified the following security problems for the following procedures:

· Link identifier update for a unicast link specified in clause 6.3.3.1 in TS 23.287
This procedure fails to mitigate trackability and linkability attacks from an eavesdropper who could link the old source L2 ID and the new source L2 ID of a participating UE by making an association with the Kd session ID and/or the destination L2 ID. These identities (Kd session ID and/or the destination L2 ID) are left unchanged and sent in cleartext before/during and after the procedure. For this reason, SA3 have concluded that changing the layer 2 identities and the shared identities (e.g. Key IDs) for both UEs at the same time as proposed in solution #1 in TR 33.836 is chosen as the basis for normative work for protecting the privacy of PC5 unicast connections. Since SA2 are specifying the Link identifier update procedure in TS 23.287, SA3 propose that they will capture the security requirement of changing both sets of identities in the same run of Link identifier update procedure and request SA2 to update the procedure in their specification to satisfy that requirement. 
2. Actions:

To SA2 group.

ACTION:  SA3 ask SA2 to take the above information into account and provide their feedback to SA3 if required.
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