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[bookmark: _Toc23347200]1	Decision/action requested
This document proposes the security requirements for SEAL for the new TS on SEAL TS 33.434. SA3 is kindly requested to approve this contribution.
[bookmark: _Toc23347201]2	References
[1]	3GPP TS 23.434 Service Enabler Architecture Layer for Verticals (SEAL); Functional architecture and information flows;
[2]             SP-190901 New WID on Security aspects of SEAL
[bookmark: _Toc20237239][bookmark: _Toc23347202]3	Rationale
As S3-193xxx proposes the skeleton for SEAL TS, it is proposed to approve this contribution for adding SEAL specific security requirements for the TS. 
[bookmark: _Toc23347203]4	Detailed proposal

*****Start of Change*****
[bookmark: foreword][bookmark: introduction][bookmark: references][bookmark: definitions][bookmark: clause4][bookmark: _Toc24120005][bookmark: _Toc2086435]5	SEAL security requirements
Editor’s Note: This clause will describe the security requirements for the SEAL interfaces (namely SEAL-X1, IM-UU, KM-UU and KM-S interfaces).
5.X	VAL user authentication and authorization
[SEAL-SEC-5.X-a] All users of the VAL Service shall be authenticated.
[SEAL-SEC-5.X-b] The VAL User and the VAL Service shall mutually authenticate each other prior to providing the VAL UE with the VAL Service User profile and access to user-specific services.
Editor’s note: It is FFS whether it is VAL User or VAL client in the requirement.
[SEAL-SEC-5.X-c] The transmission of configuration data and user profile data between an authorized VAL server in the network and the VAL UE shall be confidentiality protected, integrity protected and protected from replays.
[SEAL-SEC-5.X-d] The VAL service should take measures to detect and mitigate DoS attacks to minimize the impact on the network and on VAL users.
[SEAL-SEC-5.X-e] The VAL service shall provide a means to support confidentiality of VAL user identities.
[SEAL-SEC-5.X-f] The VAL service shall provide a means to support confidentiality of VAL signalling.
[bookmark: _GoBack]
Editor’s note: The security between a VAL Primary System and VAL Partner System is FFS.
[bookmark: historyclause] ***** End of Changes *****

