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Foreword
This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall		indicates a mandatory requirement to do something
shall not	indicates an interdiction (prohibition) to do something
The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.
The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.
should		indicates a recommendation to do something
should not	indicates a recommendation not to do something
may		indicates permission to do something
need not	indicates permission not to do something
The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.
can		indicates that something is possible
cannot		indicates that something is impossible
The constructions "can" and "cannot" are not substitutes for "may" and "need not".
will		indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
will not		indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
might	indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
might not	indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
In addition:
is	(or any other verb in the indicative mood) indicates a statement of fact
is not	(or any other negative verb in the indicative mood) indicates a statement of fact
The constructions "is" and "is not" do not indicate requirements.
[bookmark: _Toc456274600][bookmark: _Toc25367578][bookmark: _Toc25368056][bookmark: historyclause][bookmark: _Toc26161362]
1	Scope
The present document provides the security aspects for the 5G system to facilitate vehicular communications for Vehicle-to-Everything (V2X) services. The architecture for these V2X services is described in TS 23.287 [2], which is based on the service requirements defined in TS 22.185 [3] and TS 22.186 [4].	

[bookmark: _Toc456274601][bookmark: _Toc25367579][bookmark: _Toc25368057][bookmark: _Toc26161363]2	References
[bookmark: _Toc456274602]The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.287: "Architecture enhancements for 5G System (5GS) to support Vehicle-to-Everything (V2X) services".
[3]	3GPP TS 22.185: "Service requirements for V2X services; Stage 1".
[4]	3GPP TS 22.186: "Enhancement of 3GPP support for V2X scenarios; Stage 1".
[5]	3GPP TS 33.185: "Security aspect for LTE support of Vehicle-to-Everything (V2X) services".
[6]	3GPP TS 33.501: "Security architecture and procedures for 5G system".

[bookmark: _Toc24029378][bookmark: _Toc24030522][bookmark: _Toc25367580][bookmark: _Toc25368058][bookmark: _Toc26161364]3	Definitions of terms, symbols and abbreviations
This clause and its three subclauses are mandatory. The contents shall be shown as "void" if the TS/TR does not define any terms, symbols, or abbreviations.
[bookmark: _Toc24029379][bookmark: _Toc24030523][bookmark: _Toc25367581][bookmark: _Toc25368059][bookmark: _Toc26161365]3.1	Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
example: text used to clarify abstract rules by applying them literally.
[bookmark: _Toc24029380][bookmark: _Toc24030524][bookmark: _Toc25367582][bookmark: _Toc25368060][bookmark: _Toc26161366]3.2	Symbols
For the purposes of the present document, the following symbols apply:
<symbol>	<Explanation>

[bookmark: _Toc24029381][bookmark: _Toc24030525][bookmark: _Toc25367583][bookmark: _Toc25368061][bookmark: _Toc26161367]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
<ABBREVIATION>	<Expansion>

[bookmark: _Toc456274606][bookmark: _Toc25367584][bookmark: _Toc25368062][bookmark: _Toc26161368][bookmark: _GoBack]4	Overview of advanced V2X security architecture 
[bookmark: _Toc25367585][bookmark: _Toc25368063][bookmark: _Toc26161369]4.1	General
The V2X architecture is described in TS 23.287 [2] which describes V2X communication over both the Uu reference point supported by E-UTRA connected to 5GC and/or NR connected to 5GC and PC5 reference point supported by E-UTRA and/or NR. The NR PC5 supports unicast, groupcast and broadcast modes (see TS 23.287 [2]). 
The security for PC5 reference point supported by E-UTRA is given in TS 33.185 [5]. The security for the other cases are given in the present document. 

[bookmark: _Toc25367586][bookmark: _Toc25368064][bookmark: _Toc26161370]5	Security for V2X over NR based PC5 reference point
[bookmark: _Toc435180231][bookmark: _Toc456274610][bookmark: _Toc25367587][bookmark: _Toc25368065][bookmark: _Toc26161371]5.1	General
This clause contains the security and privacy requirements and specifies procedures that can achieve the requirements for V2X over NR based PC5 reference point except those for PC5 over E-UTRA which are given in TS 33.185 [5].
[bookmark: _Toc435180232][bookmark: _Toc456274611][bookmark: _Toc25367588][bookmark: _Toc25368066][bookmark: _Toc26161372]5.2	Common security 
[bookmark: _Toc25367589][bookmark: _Toc25368067][bookmark: _Toc26161373]5.2.1	General
Editor's Note: This clause outlines the general aspect of common security procedures. 
[bookmark: _Toc25367590][bookmark: _Toc25368068][bookmark: _Toc26161374]5.2.2	Requirements
Editor's Note: This clause lists up the requirements that can commonly apply for all the modes over NR based PC5 reference point
[bookmark: _Toc25367591][bookmark: _Toc25368069][bookmark: _Toc26161375]5.2.3	Procedures
Editor's Note: This clause specifies mechanisms that can meet the requirements captured in 5.2.2 
[bookmark: _Toc25367592][bookmark: _Toc25368070][bookmark: _Toc26161376]5.3	Security for unicast mode
[bookmark: _Toc25367593][bookmark: _Toc25368071][bookmark: _Toc26161377]5.3.1	General
Editor's Note: This clause outlines the general aspect of unicast security procedures. 
[bookmark: _Toc25367594][bookmark: _Toc25368072][bookmark: _Toc26161378]5.3.2	Requirements
Editor's Note: This clause lists up the requirements that can apply for the unicast mode over NR based PC5 reference point
[bookmark: _Toc25367595][bookmark: _Toc25368073][bookmark: _Toc26161379]5.3.3	Procedures
Editor's Note: This clause specifies mechanisms that can meet the requirements captured in 5.3.2 
[bookmark: _Toc25367596][bookmark: _Toc25368074][bookmark: _Toc26161380]5.4	Security for groupcast mode
[bookmark: _Toc25367597][bookmark: _Toc25368075][bookmark: _Toc26161381]5.4.1	General
Editor's Note: This clause outlines the general aspect of groupcast security procedures. 
[bookmark: _Toc26161382]5.4.2	Requirements 
[bookmark: _Toc25367598][bookmark: _Toc25368076][bookmark: _Toc26161383]5.4.2.1	Security requirements
There are no security requirements for the PC5 bearer for groupcast mode. 
[bookmark: _Toc25367599][bookmark: _Toc25368077][bookmark: _Toc26161384]5.4.2.2	Privacy requirements
The 5G System shall protect against linkability attacks on Layer-2 ID and IP address during V2X groupcast communications.
The 5G System shall protect against trackability attacks on Layer-2 ID and IP address during V2X groupcast communications.
[bookmark: _Toc25367600][bookmark: _Toc25368078][bookmark: _Toc26161385]5.4.3	Procedures
[bookmark: _Toc25367601][bookmark: _Toc25368079][bookmark: _Toc26161386]5.4.3.1	Security procedures
There are no security procedures defined for the PC5 bearer for groupcast mode. 
[bookmark: _Toc25367602][bookmark: _Toc25368080][bookmark: _Toc26161387]5.4.3.2	Privacy procedures
The below privacy procedures follows the privacy mechanism defined in TS 33.185 [5] for V2X LTE which is intended to mitigate against the threat of tracking the UE by an attacker based on its used source identities. 
The UE shall change and randomize its source Layer-2 ID and source IP address (if used) when V2X application indicates that the Application Layer ID has changed. The UE may change and randomize its source Layer-2 ID and source IP address (if used) at other times (e.g. see clause 5.6.1.1 in TS 23.287 [2]). The UE shall provide an indication to the V2X application layer whenever the source Layer-2 ID and/or source IP address are changed.
Editor's note: Privacy of destination ID of groupcast if FFS.
[bookmark: _Toc25367603][bookmark: _Toc25368081][bookmark: _Toc26161388]5.5	Security for broadcast mode
[bookmark: _Toc25367604][bookmark: _Toc25368082][bookmark: _Toc26161389]5.5.1	General
Editor's Note: This clause outlines the general aspect of broadcast security procedures. 
[bookmark: _Toc25368083][bookmark: _Toc26161390]5.5.2	Requirements
[bookmark: _Toc25367605][bookmark: _Toc25368084][bookmark: _Toc26161391]5.5.2.1	Security requirements
There are no security requirements for the NR PC5 bearer in broadcast mode. 
[bookmark: _Toc25367606][bookmark: _Toc25368085][bookmark: _Toc26161392]5.5.2.2	Privacy requirements
The 5G System shall protect against linkability attacks on Layer-2 ID and IP address during V2X broadcast communications.
The 5G System shall protect against trackability attacks on Layer-2 ID and IP address during V2X broadcast communications.
[bookmark: _Toc25367607][bookmark: _Toc25368086][bookmark: _Toc26161393]5.5.3	Procedures
[bookmark: _Toc25367608][bookmark: _Toc25368087][bookmark: _Toc26161394]5.5.3.1	Security procedures
There are no security procedures defined for the PC5 bearer for broadcast mode. 
[bookmark: _Toc25367609][bookmark: _Toc25368088][bookmark: _Toc26161395]5.5.3.2	Privacy procedures
These procedures for the privacy of source Layer-2 ID and source IP address are the same as that given in clause 5.4.3.2 for the source identities in the UE.

[bookmark: _Toc25367610][bookmark: _Toc25368089][bookmark: _Toc26161396]6	Security for V2X over Uu reference point
[bookmark: _Toc25367611][bookmark: _Toc25368090][bookmark: _Toc26161397]6.1	General
This clause contains the security and privacy requirements and procedures that meet the requirements over Uu connectivity with 5G core. 
[bookmark: _Toc25367612][bookmark: _Toc25368091][bookmark: _Toc26161398]6.2	Requirements
There are no additional security or privacy requirements for V2X beyond those given in TS 33.501 [6] for Uu connectivity with 5G core. 
[bookmark: _Toc25367613][bookmark: _Toc25368092][bookmark: _Toc26161399]6.3	Procedures
There are no additional security or privacy procedures of V2X beyond those given in TS 33.501 [6] for Uu connectivity with 5G core. 
NOTE 1: The specification does not provide technical solutions to address any privacy concerns specific to V2X service that require privacy for a UE being attached to the network, or that due to the data traversing the network in Uu mode. However, there are general privacy principles applicable outside of 3GPP scope; data minimization and user consent if privacy impacting data collection is unavoidable for providing the V2X service.
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