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1
Decision/action requested

This document contains the notes from the break out session on virtualization. It is for information.
2
Notes
S3 194136 Corrections on clause 4.3 Huawei, Hisilicon. Huawei presents. CMCC: in this document the terms are from NESAS which is coming from SECAM, and wording is from SECAM. Huawei: should go to NESAS, because they deleted management, we also need to do that. E//: what is the term that is used in all other specs. Management is used there. Huawei: NESAS is used as whole process. E//: SA3 documents should be consistent. KPN: is there a reference in rationale?, please put it in. -> put in reference to NESAS document in rationale, potentially in also in section 2 in 33.818. -> agreeable

( S3-194561
S3 194162 remove unspecified SDOs Huawei, Hisilicon. Huawei presents. CMCC: here the other SDO means outside of 3GPP. There is already reference to outside standards. For clarification: mention precise standards. Huawei: change first instance to ETSI NFV specifications. Change second to ETSI. Nokia: keep current statement. Not restrict Huawei: current is too broad. BT: if second deletion is taken out, the whole paragraph needs to go out. Same problem for first change. Maybe specify which specifications are relevant, and reference those and say or equivalent specifications E//: would this be limiting-> reference to some specs and say or equivalent -> agreeable with offline work

( S3-194562
S3 194231 Add Definition of Execution Environment Interface in 33.818 Nokia, Nokia Shanghai Bell, China Mobile. Nokia presents. CMCC: overlapping with next. 
S3 194141 Clarifying interfaces in clause 5.2.3.3.4 and clause 5.2.3.4.5 China Mobile. CMCC presents.  Nokia: we should talk about external interface. CMCC: for type 2, need to consider what is happening on this internal interface. To understand where the threats are. -> content ok -> 4231 and 4141 mergeable

141 (this one as a base)( S3-194563 

231 merged into 563
S3 194145 Adding security requirements for GVNP of type 1 China Mobile. CMCC presents. Cablelabs: why highlighting security functional requirement, not just security requirements. CMCC: for consistency. Nokia: in intro, above ed note, different from what, physical network. BT: 5.2.5.X integrity needs a lot of work, check ETSI secure onboarding procedure. Integrity is checked before onboarding, then signed and bound to network. Step 2 need to check integrity protection, not runtime attestation. Rewrite. Cablelabs: runtime integrity check, this is static integrity check. Mention authenticity, that is more important. CMCC: here target is type 1. VNF can't check. BT: current description is too simplicistic, e.g. multi vendor. Take this offline -> general idea is ok, needs to be rewritten, refer to SEC21 -> offline

( S3-194564
S3 194147 Adding security functional requirements deriving virtualisation and related test cases for GVNP of type 1
China Mobile. CMCC presents.  BT: if VNFM is compromised, then it is game over. What is the purpose of this contribution? What is the threat that is countered. Cablelabs: both aspects are there. Logging to see what has happened. CMCC: BT correct if VNFM is compromised. But here target is VNF. Note the assumption that VNFM is not compromised. BT: the way it is written is wrong way round. VNF can't choose which VNFM It comes from. Cablelabs: rewording required, VNF should still have a way to protect itself. BT: then test itself is ok, but needs different requirement. Auth is not going to help. BT: ETSI NFV has been discussing this problem for 2 years Nokia: is this requirement derived from threat analysis BT: threat needs to solved, but may be too hard -> offline work required, revision from this meeting to document output of discussion  

( S3-194565
S3 194232 [DRAFT] LS on SECAM Accreditation for Virtualised Network Products (VNPs) Nokia, Nokia Shanghai Bell, China Mobile. Nokia presents. Huawei: this is too early, send from next meeting. Nokia: LS should be sent before December meeting, so GSMA can plan for next year. Huawei: concerned with parallel study. BT: support to send this. GSMA is planning to send a document. Timing should be now. E//: support kind of frequent to keep them up to date. Huawei: not mention 33.916, maybe a different TR. Nokia: this is just background. Huawei: this is just information, no questions. Nokia: require answers to resolve ed notes in study. Cablelabs: ask their view or ask them to do it? E//: no test cases yet, so work on content what to ask. BT: ask for their view. TMo: ask for generic view. BT: for elements of virtualized products, e.g. the NFVI, how do they think how to accredit those E//: same question asked before. TMo: reference to previous LS-> send LS and ask for their general view, what direction they are going, add reference to earlier LS -> offline to be agreeable. contact Wei

(S3-194567
LS tdoc number: ( S3-194567
S3 194002 DTR 33848 KI1 – clause 5_2_3 T-Mobile USA Inc. TMo presents. BT: align on E// wording with the system shall do. TMo: next step would be where to fulfil the requirements BT: remove the e.g. in first point, the MANO should be removed. E//: propose to edit online. CMCC: is this enough to see the security requirements to treat the trust domains separately, are there more requirements. Ed note to say more requirements. BT: probably all key issues need more requirement E//: add text whether this is inside or outside of 3GPP. BT: first req. is inside 3GPP. Rapporteur will align the exact text on this in integration. -> general agreement that the requirements are not complete, rapporteur will align the inside/outside text to match the existing text. All further documents will refer to "the system" and remove examples. -> agreeable with the online edits. 

( S3-194568
S3 194003 DTR 33848 KI2 – clause 5_3_3 T-Mobile USA Inc. TMo presents. Nokia: not specialized to virtualized, not relevant to key issue BT: say "control at virtualization layer" E//: remove the example MANO. -> agreeable with online edits 

( S3-194569
S3 194004 DTR 33848 KI3 – clause 5_4_3 T-Mobile USA Inc. TMo presents. Nokia: MANO can't do this. Cablelabs: "the system" BT: inside and outside. NCSC: above: mainly outside. So align. BT: say mainly out. E//: looks like one requirement DCM: separate, fix the wording for next meeting-> agreeable with online edits 

( S3-194570
S3 194005 DTR 33848 KI4 – clause 5_5_3 T-Mobile USA Inc. BT: network security functions should be managed separately. TMo: underlying software should be a little bit different BT: inside 3GPP DCM: wording needs major work. -> concept ok, offline for rewording

( S3-194571
S3 194006 DTR 33848 KI5 – clause 5_6_3 T-Mobile USA Inc. TMo presents. Nokia: how the system can do this? This is control by MANO. BT: this can't be done in MANO, 3GPP needs to define what is sensitive. Cablelabs: inside and outside. Nokia: does the system include MANO Cablelabs: yes. -> agreeable with online edits

( S3-194572
S3 194007 DTR 33848 KI6 – clause 5_7_3 T-Mobile USA Inc. TMo presents. DCM: include SBA. BT: first one is inside, second is in and out. BT: this should be tested in SCAS. Cablelabs: what is meant be memory locations what is a logical memory block? DCM: confidentiality rather than encryption. editor's note that requirement needs more work -> agreeable with online edits

( S3-194573
S3 194008 DTR 33848 KI7 – clause 5_8_3 T-Mobile USA Inc. TMo presents. DCM: should or shall. Bring as a contribution to next meeting. Nokia: first is outside, as it is about, change NFV to VNF. BT: 3GPP needs to set the rules as to what can go with what. Both inside and outside E//: also think it is outside. Motorola: 3rd bullet, to another VM. IS the Hypervisor part of a 3GPP system TMo: as soon as they are buying it and deploying it -> Agreement is first req. outside, second is inside and outside -> agreeable with online edits

( S3-194574
S3 194009 DTR 33848 KI8 – clause 5_9_3 T-Mobile USA Inc. NCSC: first one is challenging. Risk should be accepted. Motorola: should ensure latest updates on system. As secure as chosen to be.  Cablelabs: remove "are secure" CMCC: for security assurance is this about the logical software function, or hardware. This is not fit for type 1 and type 2 BT: this is for type 3. DCM: in SCAS, there is vulnerability testing, does that do what is expected. CMCC: agree with BT argument, but here there is a terminology mix. Assurance has a different meaning. NCSC: modify the second requirement to include virtualization, and hardware layers. CMCC: problem with wording of security assurance testing. DCM: reword second requirement to come back next meeting. E//: third requirement is in SECAM, so should be deleted -> first new req goes into second old req., rest goes away. -> agreeable with online edits

( S3-194575
S3 194010 DTR 33848 KI9 – clause 5_10_3 T-Mobile USA Inc. TMo presents. DCM: security and trust not use /  E//: rephrase that it doesn't sound like a solution. DCM: problem with lower / higher trust domain TMo: delete the bullet points. TMo: inside 3GPP. -> agreeable with online edits

( S3-194576
S3 194011 DTR 33848 KI11 – clause 5_12_3 T-Mobile USA Inc.  TMo presents. NCSC: remove highest level. E//: could this be merged with first req. NCSC: quite different. TMo: Inside 3GPP. -> agreeable with online edits

( S3-194578
S3 194012 DTR 33848 KI12 – clause 5_13_3 T-Mobile USA Inc. TMo presents. BT: remove the bit in brackets. Cablelabs: what means routing. TMo: e.g. keep traffic inside country Cablelabs: traffic routing. BT: SDN routing, in and out. E//: it should be possible to deploy a VNF to a host … to align sentence structure. DCM: do this with a separate contribution in next meeting. -> remove brackets, SDN routing, -> agreeable with online edits

( S3-194579
S3 194013 DTR 33848 KI13 – clause 5_14_3 T-Mobile USA Inc. TMo presents. E//: three or for req? what is the difference between first and fourth? BT: both required need to ensure NFVI has not been attacked Cablelabs: remove at minimum BT: could be at onboarding as well. Cablelabs: add word attestation of VNF on both. BT: all three. BT: in and out Moto: can VNF be tested at hardware layer. Alex: yes. To see that the hardware does the right thing with VNF. Cablellabs: remove at minimum. -> add VNF to all three, remove at minimum. In and out -> agreeable with online edits

-( S3-194580
S3 194014 DTR 33848 KI14 – clause 5_15_3 T-Mobile USA Inc. TMo presents. E//: outside BT: both, because of detection.  -> in and out -> agreeable with online edits

( S3-194581
S3 194353 TR 33.848 Solution – lock-down of infrastructure NCSC. NCSC presents. E//: very generic solution, not very clear, what is the purpose of this lockdown. Is this a 3GPP solution. NCSC: get rid of cut throughs between workloads and virt layer. Cablelabs: there is no hardcoded config, e.g. in middle of first paragraph E//: ed note: further details need to be provided. Moto: replace virt fabric by infrastructure. NIST: include continuous monitoring. Wording offline Nokia: solution looks out of 3GPP scope. Should this be included. BT: this is not outside, because of security management, such as SCAS. Should be in. Cablelabs: agree with BT. TMo: after this define requirements based on this. -> -> hardcoded config, ed note: 3GPP details to be further described, continous monitoring (offline wording), virt fabric -> infra -> agreeable with changes

( S3-194582
S3 194354 TR 33.848 Solution – trust domains and separation NCSC. NCSC presents. E//: what is type 1 hypervisor. NCSC: runs directly on hardware.  E//: ed note about 3GPP details, BT: fabric for NFVI TMo: replace CSP with system -> ed note, fabric replace by infrastructure, CSP to system -> agreeable

( S3-194583
S3 194015 DTR 33848 KI15 – clause 5_16_3 T-Mobile USA Inc. TMo presents. BT: both outside. E//: 5th requirement, isn’t that already covered by first. Delete fifth req. BT: 5th is more generic. NTAC: replace / by or -> delete fifth req. -> agreeable with online edits.

( S3-194584
S3 194016 DTR 33848 KI16 – clause 5_17_3 T-Mobile USA Inc. TMo presents. BT: inside 3GPP -> agreeable with online edits

( S3-194585
S3 194017 DTR 33848 KI17 – clause 5_18_3 T-Mobile USA Inc. TMo presents. E//: new req is similar to req 2 with respect to software catalogue. Catalogue doesn't need to be isolated Nokia: isolated from what? BT: note this. Can't protect catalogue. -> noteable 
S3 194018 DTR 33848 KI18 – clause 5_19_3 T-Mobile USA Inc. TMo presents.  Together with 398

S3 194398 Requirements for KI#18 The Startup Paradox Ericsson E// presents. BT ok with E// req. TMo req doesn't solve the problem. NCSC: delete user from access to Mano-> 18 -> noteable 398 -> delete "user" -> agreeable with that change

(S3-194587
S3 194019 DTR 33848 KI19 – clauses 5_20_2 and 3 T-Mobile USA Inc. straight to 432. -> mergeable to 4432

S3 194432 Comments to S3-194019 DTR 33.848, Key Issue #19 Clauses 5.20.2 and 5.20.3 Ericsson E// presents. Moto: Change title time synchronization and time manipulation? BT: remove the synch from title. Cablelabs: requirement on that can be added. Cablelabs: replace NVF Mano by system. Cablelabs: attack can also be against transport of time Moto: ultimately the concern is time manipulation -> revert title change, replace MANO by system -> agreeable with edits

( S3-194588
S3 194020 DTR 33848 KI20 – clause 5_21_3 T-Mobile USA Inc. TMo presents. E//: subscriber security is not well defined. Nokia: what is the 3GPP NFV security requirements. TMo: all 3GPP requirements apply to hosting as well. BT: should meet 3GPP virtualization security requirements. Moto: applies to virtualized NFs. BT: first in, second in and out -> second req: remove ensure subscriber security, virtualized 3GPP NFs, 3GPP virtualization security req. , first req in, second in and out. -> agreeable with online edits 

( S3-194589
S3 194021 DTR 33848 KI21 – clause 5_22_3 T-Mobile USA Inc. TMo presents. E//: isn’t this coverd by first. NCSC: new req is different, being reactive. NTAC: tunnel replaced by break out. Cablelabs: Break out to anywhere else BT: should have two targets Cablelabs: to any other VNF or any other location. BT: outside -> replace tunnel by break out to any other VNF or any other location -> agreeable with online edits

( S3-194590
S3 194022 DTR 33848 KI22 – clause 5_23_3 T-Mobile USA Inc. TMo presents NCSC: quotation marks around  health check. E//: remove existing requirement, as too generic BT: remove 3GPP from 3GPP MANO E//: too close to solution, remove egs. Cablelabs: remove "and attack" Nokia: keep first req. as it is about protecting from compromised MANO system, second one is protecting MANO system  -> agreeable with online edits

( S3-194591
S3 194023 DTR 33848 KI23 – clause 5_24_3 T-Mobile USA Inc. TMo presents. Cabllabs: editorial communicate … NCSC: increase security change to change the security BT: stay at increase. Cablelabs: to secure NF resource selection BT: in and out. -> agreeable with online edits

( S3-194592
S3 194024 DTR 33848 KI24 – clause 5_25_3 T-Mobile USA Inc. TMo presents. BT out. E//: virtualization environment shall dynamically assign. -> agreeable with online edits

(S3-194593
