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1
Decision/action requested

It is requested to SA3, to approve the proposal for TR 33.819.
2
References

[1]
3GPP TR 33.819: “Study on security for 5GS enhanced support of Vertical and LAN Services”.
3
Rationale

This contribution provides new solution to Key Issue #6.2: CAG ID Privacy.

It is requested to SA3, to approve the below proposal for the TR 33.819 [1].
4
Detailed proposal

START OF 1st CHANGE
6.X
Solution #X: Privacy protected CAG ID Privacy in PNiNPNs

6.X.1
Introduction

This solution addresses the key issue #6.2: CAG ID Privacy.

As mentioned in the security threat of the key issue #6.2, during initial NAS Attach procedures (Registration procedures) from the NPN UEs, that are accessing using a CAG cell, the UE sends the selected matching CAG ID in clear over the air to the serving network. An attacker can eavesdrop on this message and identify the CAG Cell (CAG ID) that the UE is attempting to access. If the CAG Cells are sensitive in nature, it is possible for an attacker to link the UE to these sensitive CAGs.

This solution details on protecting CAG ID from eavesdropping, during the initial NAS procedure (Registration procedure) where the UE is accessing NG-RAN using a CAG cell and the UE doesn't have valid security context. This solution aligns with the SA2’s procedure of sending selected CAG ID by the UE to the serving network in AN parameters.
6.X.2
Solution details

The steps below details on how the CAG ID is protected during initial NAS (Registration) procedure, when the UE is accessing the NG-RAN using a CAG cell and the UE doesn’t have valid security context (UE does not have a GUTI or the stored GUTI is not valid):

1. During initial NAS (Registration) procedure, when the UE doesn't have valid security, then the UE protects CAG Identifier (CAG ID of the CAG cell that the UE attempts to access) by concealing the selected CAG Identifier to generate privacy protected CAG Identifier. UE constructs the privacy protected CAG Identifier (CCAG ID), if configured by the home network in the Allowed CAG List. CCAG ID (privacy protected CAG ID) is constructed by UE using the home operator network’s public key, protection scheme and method used for concealing the UE identifier in SUCI.
2. During initial NAS (Registration) request procedure to the serving network, the NPN UE sends the CCAG ID to the NG-RAN in AN Parameters. In this registration request procedure, the serving network's AMF receives the CCAG ID (concealed identifier of the CAG cell which the UE accesses) from the NG-RAN in N2 parameters.

3. As per TS 33.501[5] AMF/SEAF initiates primary authentication by sending in Nausf_UEAuthentication_Authenticate request message to the AUSF and includes in this request the concealed CAG identifier (CCAG ID) received from the NG-RAN. When the AMF receives the CAG ID from the UE via NG-RAN (in N2 parameters), with UE’s identity as SUCI (Concealed Subscription Identifier SUPI), then AMF considers received CAG ID is concealed CAG ID (CCAG ID) and forwards CCAG ID along with SUCI to UDM of the home network for de-concealment of CCAG ID.

4. If there is CCAG ID in the Nausf_UEAuthentication_Authenticate request received from SEAF, AUSF includes the CCAG ID in Nudm_UEAuthentication_Get Request message to the UDM.

5. If there is CCAG ID in Nudm_UEAuthentication_Get Request message then the UDM de-conceals the CCAG ID to CAG ID. The de-concealment of CCAG ID is done using same parameters, public key, protection mechanism and method used for de-concealing UE identifier in SUCI. The UDM de-conceals the SUCI to SUPI. If the UDM de-conceals SUPI and CAG ID (If there is CCAG ID in Nudm_UEAuthentication_Get Request message) successfully, then the UDM shall proceed further with the procedures as specified in TS 33.501 [5] in authentication procedure, for example, selection of authentication method and generation of authentication vector, like so.

6. If the CAG ID is de-concealed successfully by the UDM, then the UDM includes the de-concealed “CAG ID” in Nudm_UEAuthentication_Get Response message to AUSF along with UE’s SUPI. 
7. If there is “CAG ID” in Nudm_UEAuthentication_Get Response message from UDM, then the AUSF forwards the same to the AMF/SEAF in Nausf_UEAuthentication_Authenticate response message upon successful primary authentication of the UE. 
8. If there is "CAG ID" in the Nausf_UEAuthentication_Authenticate response message from the AUSF, then the AMF uses this CAG ID as the selected CAG ID by the UE and proceed further with subsequent procedures as specified in SA2 procedures. AMF may send this received CAG ID from the AUSF for the UE to the NG-RAN.

As home network public key and protection scheme used for SUCI and CCAG ID derivation are same, UDM that de-conceals SUCI will also be able to de-conceal CCAG ID. Sending privacy protected CAG ID (CCAG ID) over the air to the network prevents a man in the middle from identifying the NPN/CAG Cell that the UE is attempting to access.
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Figure 6.X.2-1: CAG ID protection during Registration Procedure
6.X.3
Evaluation

Key Issue #6.2 is about privacy protection of CAG ID of the CAG cell that the UE selects and indicates to the network. The solution addresses the key issue by concealing the CAG ID using the protection mechanisms of the UE’s SUPI and sending the concealed CAG ID over the air to the serving network. This enables the UE (during Initial NAS attach procedures) to send protected CAG ID to the serving network when UE doesn’t have a valid security context. The network (UDM) deconceals the CAG ID and returns the de-concealed CAG ID to the serving network AMF via AUSF. As home network public key and protection scheme used for concealing CAG ID and SUPI are same, UDM that de-conceals SUCI will also be able to de-conceal the CAG ID. This solution needs a mechanism to provide CAG ID to the UICC if the SUCI is calculated in the UICC.
The proposed solution meets the requirement of key issue #6.2
END OF CHANGE
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