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Decision/action requested

Approve the proposed PCR to TR 33.813
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Rationale

This contribution updates the evaluation for the Solution #11 and aims to resolve the following EN: 
Editor’s Note: Details of how this solution protects against the UE that has the same T-SNSSAI is FFS.
When UEs are sharing a particular T-S-NSSAAI, such UEs become entrusted with insider information. When one of these UEs is using the entrusted insider information to mount an attack (e.g., on privacy or on confidentiality) against other members sharing T-S-NSSAI (i.e., UEs), such attack is using insider knowledge and has to be classified as an insider attack.

By definition, a 'trusted insider' is any entity that has been given access to an organizational entity's ICT systems and/or physical premises.

An insider threat is a malicious threat to an organizational entity that comes from entities within the organization that have inside information concerning the organizational entity's security practices, data, and ICT systems.
Observation 1: the UE that has been enrolled and authorised to be a member of a group sharing a particular T-S-NSSAI is an insider to that group. That UE has the specialized knowledge (e.g., T-S-NSSAI of that particular group) that UEs and other entities outside of that group do not possess.

Observation 2: if an insider carries an attack on confidentiality or privacy using the insider knowledge that is not available to entities outside of the T-S-NSSAI group do not possess, such attack is classified as insider attack.

Proposal 1: In the Evaluation for Solution 12, add classification “insider” to the description of the UE and the UE knowledge of T-S-NSSAI. 
Proposal 2: Consider such passive insider attacks as requiring specialised knowledge of T-S-NSSAI that is not available to entities outside of the T-S-NSSAI group, and, therefore, a  corner case, not a general passive attack on OTA parameter confidentiality/privacy. 
4
Detailed proposal

*********************************************** Start of Changes ************************
7.11.3
Evaluation

The Solution #11 addresses Key Issue #6: Confidentiality protection of NSSAI and home control.
It builds on a similar notion of temporary T-S-NSSAIs as introduced in existing Solution #8. The UE transmits hashed T-S-NSSAI in the AS layer instead of cleartext T-S-NSSAI while alleviating UE privacy/linkability attacks in addition to providing confidentiality protection for NSSAI transmission. 

Solution 11 is an hybrid approach where actions for S-NSSAI privacy protection are performed in both the UE and the network. As such, it can also complement existing Solutions #8 and #10 as it would minimize the need for the network to provision the UE with new S-NSSAI pseudonyms every time an update is required. 
Since T-S-NSSAI and random salt are provisioned and maintained on a per PLMN basis, the solution supports the case where the UE connects with a new gNB (under the same AMF). In an idle mobility scenario, the new gNB computes the T-S-NSSAI hash values the same way as the old gNB that handled the initial registration connection.
Solution 11 does not prevent passive attacks from UEs that have the same T-S-NSSAI and are using their knowledge of T-S-NSSAI.

*************************************************** End of changes ******************************
