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1
Decision/action requested

Aprove pCR for update to solution 8.
2
References

3
Rationale

It is proposed to update solution 8 with respect to the idle mobility issue. 
4
Detailed proposal





pCR 
***
BEGINNING of CHANGES
***
7.8
Solution #8 Protecting NSSAI for transmission on the AS layer

7.8.1
Introduction

This solution addresses the Key Issue #6 Confidentiality protection of NSSAI and home control.

This solution aims to provide a method of protecting the S-NSSAIs that will be transmitted on the AS layer in a way that is compatible with Rel-15 UEs. In this solution, UE and RAN are offered a temporary NSSAIs (T-S-NSSAIs) instead of cleartext S-NSSAIs in registration procedure. After that, the T-S-NSSAIs will be used in the AS layer.

This temporary NSSAI needs to be updated frequently to preserve the privacy.

7.8.2

Solution details

Figure 7.8.2-1 illustrates this solution
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Figure 7.8.2-1: NSSAI protection during the RRC connection establishment
0.
The UE has registered successfully to a PLMN and 5G NAS security context has been created. 

1.
In the registration procedure, core network first generates a fresh number RAND, and then calculates UE-specific T-S-NSSAIs according to allowed S-NSSAIs and RAND using a 128-NEA as in Annex D 2.1.2 [2]. At last, CN stores the {allowed S-NSSAIs, T-S-NSSAIs} tuple.
2.
In the registration/service accept message, {allowed S-NSSAIs, T-S-NSSAIs} tuple will be sent to UE instead of cleartext S-NSSAIs. 
3.
CN sends RAND to NG-RAN with N2 message.
4. 
In a registration request message, UE transmit T-S-NSSAIs in RRC message.

5.
RAN is able to restore allowed S-NSSAIs according to T-S-NSSAIs and RAND using 128-NEA1 as in step 1.

The T-S-NSSAIs are generated and assigned by the AMF during the initial and subsequent registration procedures. The T-S-NSSAIs may be sent to UE and the serving gNB only. The T-S-NSSAIs may also be sent to multiple adjacent gNBs, e.g. under the same TA, based on the operator’s policy. The UE and the gNB will store these T-S-NSSAIs to be used later in the subsequent registration process. T-S-NSSAIs are updated periodically based on the operator’s policy. 
In the idle mode mobility scenario, whether a T-S-NSSAI is available in the target cell depending on whether the T-S-NSSAI has been stored based on the operator’s policy. In case T-S-NSSAI is not available, the UE will be routed to an AMF the same way as that S-NSSAI is not present. In general, the more gNBs storing a T-S-NSSAI, the less likely that S-NSSAI is not present. The trade-off is that more T-S-NSSAI storage is needed at gNBs. As to congestion control, only the serving gNB is storing T-S-NSSAIs. 
Different UEs have different T-S-NSSAIs. For a specific UE, the T-S-NSSAI is the same across Ng-RAN under the same AMF. 
Editor’s Note: Procedure to explain the idle mode mobility is FFS.
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End of CHANGES
***
UE
NG-RAN


CN

2. Registration Accept ({T-S-NSSAIs, allowed S-NSSAIs} tuple ...)
1. Generate RAND, calculate the T-S-NSSAIs for allowed S-NSSAIs. Store {T-S-NSSAIs, allowed S-NSSAIs} tuple.
0. Registration has been performed successfully and 5G NAS has been established.
… ...
… ...
Provisioning
Utilizing
4. Registration Request (T-S-NSSAIs, ...)
5. Restore the Allowed S-NSSAIs from T-S-NSSAIs and RAND.
3. N2 message (k_gnb, RAND, ...)
… ...



