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**** START OF CHANGES ****
6
Profiling

6.1
Certificate profiles

NOTE:
The present clause contains the general 3GPP certificate profile. Other 3GPP specifications (e.g. TS 33.203 [9], TS 33.220 [10], etc.) point to the present clause. Thus parts of the present clause may also apply to devices and network nodes as specified in other specifications. New specifications using certificates should refer to this profile with as few exceptions as possible.

The present clause profiles the certificates to be used for NDS/AF. An NDS/AF component shall not expect any specific behaviour from other entities, based on certificate fields not specified in this section.

Certificate profiling requirements as contained in this specification have to be applied in addition to those contained within RFC5280 [14]. In case of conflicting requirements, the requirements in this specification override and obsolete the requirements in RFC5280 [14]. This applies for the SEG, NE, the TLS entity, the SEG CA and the Interconnection CA. 

A receiving SEG or TLS entity shall be able to process an extension marked as critical in the present document.

Before fulfilling any certificate signing request, the NE CA, SEG CA and Interconnection CA shall make sure that the request suits the profiles defined in this section. Furthermore, the CAs shall check the Subject's DirectoryString order for consistency, and that the Subject's DirectoryString belongs to its own administrative domain.

NEs, SEGs and TLS entities shall check compliance of certificates with the NDS/AF profiles and shall only accept compliant certificates.

6.1.1
Common rules to all certificates

-
Version 3 certificate according to RFC5280 [14].

-
Hash algorithm for use before signing certificate: SHA-256 shall be supported, SHA-384 should be supported, MD5, MD2, and SHA-1 shall not be supported. 

NOTE 1:
Void.

-
Signature algorithm: RSAEncryption and ecdsa shall be supported.

-
Public key algorithm: rsaEncryption and id-ecPublicKey shall be supported.


-
Parameters: For ecdsa and id-ecPublicKey, secp256r1 shall be supported.

-
ECDSA is recommended for newly created certificates.

-
For RSA certificates: The public key length shall be at least 2048-bit. A public key length of at least 4096-bit should be supported. Public key lengths of less than 2048-bit shall not be supported.
-
For ECDSA certificates: The public key length shall be at least 255-bit. A public key length of at least 384-bit shall be supported. Public key lengths of less than 255-bit shall not be supported.

NOTE 2:
For interworking with pre-Release 10 elements, usage of public key lengths less than 2048-bit in certificates may be required for some time. However, it is likely that in a future 3GPP release, certificates which use public key lengths less than 2048-bit will be prohibited
.
-
For CA certificates using RSA the public key length shall be at least 2048-bit and a public key length of at least 4096-bit shall be supported.
-
The security level of the public key used to sign the certificate shall be at least the same as the public keys in the certicate.

-
Subject and issuer name format. 

-
(C=<country>), O=<Organization Name>, CN=<Some distinguishing name>. Organization and CN shall be in UTF8 format. Note that C is optional element.

or

-
cn=<hostname>, (ou=<servers>), dc=<domain>, dc=<domain>. Note that ou is optional element.

-
CRLs as specified in subclause 6.1a shall be supported for certificate revocation verification. 
-
Certificate extensions which are not mandated by this specification, but which are mentioned within RFC5280 [14] are optional for implementation. If present, such optional extensions shall be marked as “non critical“.

NOTE 3:
The above requirement implies that an NE, SEG or TLS entity receiving such optional extensions marked as “critical” will react with an error because, according to the introduction to clause 6.1 of the present document, NEs, SEGs and TLS entities shall only accept compliant certificates.

6.1.2
Interconnection CA Certificate profile

In addition to clause 6.1.1, the following requirements apply:

-
Extensions:

-
Optionally non critical authority key identifier;

-
Optionally non critical subject key identifier;

-
Mandatory critical key usage: At least keyCertSign and cRLSign should be asserted;

-
Mandatory critical basic constraints:  CA=True, path length unlimited or at least 1.

6.1.3
SEG Certificate profile

SEG certificates shall be directly signed by the SEG CA in the operator domain that the SEG belongs to. Any SEG shall use exactly one certificate to identify itself within the NDS/AF.

In addition to clause 6.1.1 and the provisions of RFC4945 [15], the following requirements apply:

-
Issuer name is the same as the subject name in the SEG CA certificate.

-
Extensions:

-
Optionally non critical authority key identifier;

-
Optionally non critical subject key identifier;

-
Mandatory non-critical subjectAltName;

-
Mandatory critical key usage: At least digitalSignature or nonRepudiation bits shall be set;

-
Mandatory non-critical Distribution points: CRL distribution point;

NOTE:
Depending on the availability of DNS between peer SEGs, the following rule is applied:

-
subjectAltName should contain IP address (in case DNS is not available);

-
subjectAltName should contain FQDN (in case DNS is available).

6.1.3a
TLS entity certificate profile

TLS client certificates shall be directly signed by the TLS client CA in the operator domain that the TLS client belongs to. TLS server certificates shall be directly signed by the TLS server CA in the operator domain that the TLS server belongs to. 

In addition to clause 6.1.1, the following requirements apply:

-
For SIP domain certificates, the recommendations in RFC 5922 [21] and RFC 5924 [22] should be followed.

-
Issuer name is the same as the subject name in the TLS CA certificate.

-
Extensions:

-
Optionally non critical authority key identifier;

-
Optionally non critical subject key identifier;

-
Mandatory critical key usage: At least digitalSignature or keyEncipherment shall be set; According to RFC 8446 [49] keyAgreement shall be set on Diffie-Hellman certificates;

-
Optional non-critical extended key usage: If present, at least id-kp-serverAuth shall be set for TLS server certificates, and at least id-kp-clientAuth shall be set for TLS client certificates;

-
Mandatory non-critical Distribution points: CRL distribution point.

6.1.3b
NE Certificate profile

NE certificates shall be directly signed by the NE CA in the operator domain that the NE belongs to. Any NE shall use exactly one certificate to identify itself within the NDS/AF.

The same requirements as listed in section 6.1.3 apply.

6.1.3c
SBA Certificate profile

The present clause profiles the certificates to be used for 5GC Service Based Architecture (SBA). 

Different TLS entity certificate profile requirements may be applied to intra-domain and/or inter-domain SBA for NF producers, NF consumers and NRF instances, and Security Edge Protection Proxy (SEPP) nodes applicable to 3GPP 5GC roaming. 

A separate TLS entity certificate profile is also needed to cover the usage of the certificates issued by the SEPP CA(s) for inter-domain SBA context for TLS connections between SEPP nodes. 

Furthermore, separate TLS entity certificate profile requirements may be applied for Service Communication Proxy (SeCoP) needed for 3GPP 5GC SBA Indirect Communication model architectural Options C and D. 
6.1.3c.1
NF Certificate profile

TLS client certificates for (intra-domain) SBA shall be directly signed by the TLS client CA in the operator domain that the TLS client belongs to. TLS server certificates for (intra-domain) SBA shall be directly signed by the TLS server CA in the operator domain that the TLS server belongs to. 

NOTE: RFC7540 [xx] mandates using the Server Name Indication (SNI) extension to TLS with HTTP/2. RFC6066 [xx] defines that currently only server names supported in SNI extension to TLS are DNS hostnames where "HostName" contains the fully qualified DNS hostname of the server. RFC6066 [xx] also defines that literal IPv4 and IPv6 addresses are not permitted in "HostName".

NOTE: RFC6125 [xx] describes guidelines and procedures for representing and verifying the identity of application service using X.509 PKIX certificates with TLS. It recommends and prefers use of subjectAltName entries (DNS-ID, SRV-ID, URI-ID, etc.) over use of the subject field (CN-ID) where possible. Furthermore, it is stated that a client must not seek a match for a reference identifier of CN-ID if the presented identifiers include a DNS-ID, SRV-ID, URI-ID, or any application-specific identifier types supported by the client.

In addition to clause 6.1.1 and the provisions of RFC5280 [14] the following requirements apply:

-
Issuer name is the same as the subject name in the (intra-domain) SBA (sub-)CA certificate.

-
Extensions:

-
Optionally non-critical authority key identifier; this is set to be same as subject key identifier in issuing (intra-domain) SBA (sub-)CA certificate

-
Optionally non-critical subject key identifier;

-
Mandatory (one or multiple) non-critical subjectAltName(s);

-
Mandatory critical key usage: At least digitalSignature and/or keyEncipherment shall be set; According to RFC 8446 [49] keyAgreement shall be set on Diffie-Hellman certificates;

-
Optional non-critical extended key usage: If present, at least id-kp-serverAuth shall be set for TLS server certificates, and at least id-kp-clientAuth shall be set for TLS client certificates;

-
Mandatory non-critical Distribution points: CRL distribution point.

-
Optional non-critical Authority Information Access: id-ad-caIssuers or id-ad-ocsp; According to RFC5280 [14] with id-ad-ocsp this defines the location of the OCSP responder.
-
Optional non-critical TLS feature extension: id-pe-tlsfeature; According to RFC7633 [xx] this can be used for to prevent downgrade attacks that are not otherwise prevented by the TLS protocol; also to be used with OCSP stapling.
-
Mandatory critical basic constraints: CA=False, path length unlimited or at least 1.

NOTE:
With (intra-domain) SBA, the following rules are applied:

-
subjectAltName should contain URI for the NF Instance ID as an URN; this URI-ID must contain the nfInstanceID of the Network Function instance using the string representation of a UUID as an URN according to RFC4122 [xx];

-
subjectAltName should contain HTTPS URI for the apiRoot of the Network Function producer for the NF service API(s) that it provides; using wildcard URIs should be avoided;

-
subjectAltName should contain HTTPS URI for the apiRoot of the Network Function consumer for the NF service callback URI(s) that it provides; using wildcard URIs should be avoided;

-
subjectAltName should or must (for TLS server certificates) contain FQDN (regardless if DNS is available or not); the rules for using wildcard certificates in DNS-ID are defined in RFC6125 [xx].

NOTE:
The following additional rules must be applied:

-
subjectAltName must not contain IP address in 
TLS server certificates;

6.1.3c.2
SECOP 
Certificate profile

Editor’s Note:  Definining SECOP certificate profile is FFS

6.1.3c.3

SEPP Certificate profile

Editor’s Note:  Definining SEPP certificate profile is FFS
**** END OF CHANGES ****
�Should we mandate this for SBA?


�this may need to be covered in clause 5.2.2.2 of 3GPP TS 33.310


�This can be discussed if client certs we can use IP addr; for SNI (TLS extension) IP literal is not supported.


�“SECOP cert profile” for SeCoP nodes, but the same for SECOP backend and front-end side?


�should we also add placeholder for SEPP N32 end-entiry TLS profile between SEPPs?





