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1
Decision/action requested

This document proposes to add evaluation on service access authorization of a NF Set in roaming scenario in TR 33.855.
2
References

[1] 
S3-194194, Security requirement on Key Issue #24 service access authorization of a NF Set
3
Rationale
According to the discussion in SA3#96 meeting, the solution of service access authorization of a NF Set in roaming scenario has been accepted to the TR 33.855. Therefore, this document proposes to introduce the evaluation part of solution #31 in TR33.855.
4
Detailed proposal

***
BEGIN CHANGES
***

6.31 
Solution #31: Service access authorization based onof a NF Set in roaming scenario
6.31.1
Introduction

This solution addresses key issue #24: Service access authorization based on  NF Set in the roaming scenarios. 

6.31.2
Solution details

6.31.2.0
General

This authorization scheme is useful in the indirect communication mode, and the service producer within a NF Set. It is assumed that the NF_A is the Service Consumer, and the NF_B and the NF_C are located in the same NF Set as the Service Producer. When the NF_B and the NF_C are registered to the NRF, it is assumed that the NF Set ID of the NF Set where the NF Producer is located is sent to the NRF as the NF profile.

6.31.2.1
Service access authorization for NF producers within a NF set (Model C)
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Figure 6.31.2.1-1: Service access authorization based on  NF Set in roaming scenarios.

1. 
The NF_A shall send the Nnrf_AccessToken_Get Request to the vNRF. The Nnrf_AccessToken_Get Request contains the NF Instance ID of the Service Consumer (NF_A and NF_B), expected NF service name(s), and the NF Instance ID of the Service Producer (NF_B), NF Set ID of the Service Producer.

2.  The vNRF shall send the Nnrf_AccessToken_Get Request to the hNRF.
3. 
The hNRF shall perform authorization. If the authorization is successful, the NRF shall generate a token. The Audience Claim in the token contains the NF Set ID of the Service Producer.

4-5. 
The hNRF shall send the token to the NF_A through the vNRF in Nnrf_AccessToken_Get Response.

6-7. 
The NF_A shall send a service request to the hSeCoP through the vSeCoP. The service request contains the token.

8. 
The hSeCoP shall select a NF as Service Producer from the NF Set, such as selecting the NF_C as the Service Producer.

9. 
The hSeCoP shall send the service request, which contains the token, to the NF_C.

10.  The NF_C shall verify the token integrity, and then verify whether the NF Set ID of the Producer in the Audience Claim is the same as the NF Set ID of the NF_C. 

11.  If the token verification in the NF_C is success, the NF_C shall reply the service response to the hSeCoP with requested service(s).

If the token verification in the NF_C is fails, the NF_C shall reply service response to the hSeCoP with an error code indicating this mismatch.

12-13. 
The hSeCoP shall send the service response to the NF_A through the vSeCoP.

6.31.3
Solution Evaluation

The solution extends the existing token-based authorization method by including the NF Set ID of the NF producer in the token claims for Model C in the roaming scenario. The OAuth 2.0 based authorization method is applicable to the service authorization based on NF Set. With this solution, the NF consumer is able to obtain services from a NF set using a token on NF set granularity.. 
The solution fulfils the potential security requirements from Key Issue #24: “The 5GS shall support service access authorization based on NF Set”
**
END OF CHANGES
***
