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1	Decision/action requested
It is proposed to approve and add this solution to KI #15 to TR 33.861
2	References
3	Rationale
It is proposed to approve and add this solution to TR 33.861
4	Detailed proposal
***** Start of Change *****
[bookmark: _Toc8414059][bookmark: _Toc8813124][bookmark: _Toc8813290][bookmark: _Toc8813458]6.Y	Solution #XX: Security solution for UE Capability Transfer for UE with no AS security. 
[bookmark: _Toc8414060][bookmark: _Toc8813125][bookmark: _Toc8813291][bookmark: _Toc8813459]6.Y.1	Introduction
This solution addresses key issue #15: Security Protection for UE capability transfer in this TR. 
[bookmark: _GoBack]UE using CIOT CP optimization does not have AS security establishment. As a result, the existing solutions for normal UEs to protect the UE capability transfer does not prevent tampering of UE capability transfer using MITM attack as described in key issue detail of Key Issue #15.
This solution proposes to use the NAS based keys to protect the UE capability transfer from UE to the core network. 

[bookmark: _Toc8414061][bookmark: _Toc8813126][bookmark: _Toc8813292][bookmark: _Toc8813460]6.Y.2	Solution details



Figure 6.Y.2.1: UE Capability Transfer for UEs with No AS Security.
1. The network initiates the UE capability enquiry procedure to a UE in RRC_CONNECTED when it needs (additional) UE radio access capability information.  
 
2. 

3. 

4. 
a. Upon receiving the UE capability enquiry,
b.  UE calculates UL_MAC for UE capability information using KNAS_INT and currently used the NAS integrity algorithm and a counter. 
c. UE sends the UE capability information message to RAN along with UL_MAC .
Note: UE modelling to handle UL and DL MAC should be left to RAN2 and CT groups. 

Editor’s Note: Effects of RAN to AMF call flow are FFS.
Editor’s Note: Figure needs to be updated to match steps in the description.

5. RAN forwards the UL_MAC, counter, to the core network for verification. Upon successful verification, the network sends decrypted capability information and notification to RAN. Upon successful verification, AMF stores the verified radio capability information.
6.Y.3	Evaluation

***** End of Change *****
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