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1
Decision/action requested

This contribution proposes to add the solution to KI#15.
2
References

 N/A
3
Rationale





For the CIoT UEs that only support CP optimization, the AS security is not supported. AMF checks if UE radio capability info is required. For example, the UE radio capability needed to be updated or more info is required. To protect the UE radio access capability information, NAS security is utilized to protect the UE radio capability info request and response message.
4
Detailed proposal

*************** Start of Change ****************
6.x
Solution #x: Protection of UE capability transfer for UEs without AS security 
6.x.1
Introduction

This solution addresses key issue #15: Security for UE radio capability transfer for CIoT UE.
6.x.2
Solution details

This solution proposes to protect the UE radio capabilities of CIoT UEs without AS security in the following way.

(1) AMF checks if UE radio capability info is required; 

(2) NAS security is used to protect the UE radio capability info request and response message.
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Figure 6.x.2-1: UE Radio Capability verification procedure for CP only CIoT devices

1. UE sends a Registration Request message to AMF.

2. If UE radio capability info is required, AMF determines to trigger a UE radio capability enquiry procedure.
3. AMF checks if it is a CIoT UE that only support CP optimization. If yes, AMF sends a UE radio capability information request message with NAS security protection.
4. After successful verification of the received DL NAS message, UE sends the UE radio capabilities to the AMF with NAS security protection
5. AMF stores the UE Capability information during CM IDLE state for the UE and RM-REGISTERED state for the UE after successful verification. The AMF deletes the UE radio capability when the UE RM state in the AMF transitions to RM-DEREGISTERED.
6. AMF sends its most up to date UE Radio Capability information to the RAN in the N2 REQUEST message when needed.
6.x.3
Evaluation
Editor’s Note: Early UE capability requiring is FFS

Editor’s Note: feasibility of stoluion is FFS.

Editor’s Note: System impact is FFS.
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