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1. Overall Description:

CT4 has extended the routing procedures in the 5GC to support indirect communications with or without delegated discovery. See in particular clause 6.10.2 of TS 29.500, when TLS is used between NFs and SCP, where the SCP needs to terminate the TLS connection:  

When sending a request to the SCP, the HTTP client:
· sets the authority of the Request URI to the FQDN of the SCP; and 
· includes a new 3gpp-Sbi-Target-apiRoot header set to the apiRoot of an authority server for the target resource, if available. 

When forwarding the request to the HTTP server, the SCP removes the 3gpp-Sbi-Target-apiRoot header and sets the apiRoot of the request URI to the apiRoot received in the 3gpp-Sbi-Target-apiRoot header from the client, if the SCP does not (re)select a different HTTP server. 

CT4 has discussed the attached 29.500 CR that enables to use the routing procedure defined for eSBA also between the NF and SEPP, for inter-PLMN communications, as a possible alternative to the use of telescopic FQDN, based on operator's policy. 

CT4, which is responsible for specifying the technical realization of the SBA including the routing mechanisms, is willing to proceed with the proposal if no security related issue is identified by SA3, since the proposal would:   

a) harmonize the routing procedure used between NFs and SCP and between NFs and SEPP within the PLMN;  

b) not suffer from the following issues identified with the existing telescopic FQDN solution: 
 
i. SEPP has to modify URIs into telescopic FQDNs in HTTP requests and responses it forwards, i.e. SEPP shall be application aware / aware of the JSON payloads of all APIs. 

ii. This causes operational complexity, overhead and rigidity when new APIs are defined or existing APIs are extended with new URI attributes since the SEPP needs to be upgraded in first place. Failure to do so would result in TLS handshake failures and failures to support corresponding APIs. 

iii. HTTP clients have to request the SEPP to generate the telescopic FQDN to use for any target FQDN, i.e. this adds extra signaling between the NF and SEPP whenever an HTTP request needs to be sent for a target URI for which the HTTP client does not have a cached telescopic FQDN.

iv. This creates additional complexity and overhead for deployments with multiple SEPPs, as an HTTP request may be routed through a different SEPP than the SEPP that generated the telescopic FQDN. 

v. This requires the issuance and deployment of wildcard TLS certificates, and corresponding costs to do so.

Notes: 

1) HTTP communications between NFs and SEPP can be direct or go through an SCP (using the same routing mechanisms). 

2) The routing mechanism between NFs and SEPP in one PLMN would be independent from the solution supported / used in the remote PLMN.

3) The 3gpp-Sbi-Target-apiRoot header would not be sent on the N32 interface.

4) It is FFS whether/how to use both solutions concurrently in a PLMN, e.g. in the transient phase where not all NFs of the PLMN have been upgraded to Rel-16 and the operator would like to start using the new alternative for NFs already upgraded to Rel-16. In this scenario, the SEPP could e.g. skip converting URIs into telescopic FQDNs in:
· HTTP responses received from the remote PLMN (e.g. including FQDN of the target NF service) when the corresponding request contains the new 3gpp-Sbi-Target-apiRoot header; 
· HTTP requests received from the remote PLMN (e.g. including callback URIs) using SEPP policies based on the target URI (i.e. target FQDN).


2. Actions:
To SA WG3 group.
ACTION: 	CT4 kindly asks SA3 group to respond whether there is any security related issue with the attached proposal. 

3. Date of Next CT4 Meetings:
3GPP TSG CT4#96	24th – 28th February 2020	Sophia Antipolis, FR
3GPP TSG CT4#97	20th – 24th April 2020	Dubrovnik, HR


