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1
Decision/action requested

This contribution proposes conclusion to Key Issue #3.2: UP security policy for the 5GLAN group.
2
References

N/A
3
Rationale

This contribution proposes to conclude on Solution #2: Security solution for handling UP security policy for a 5GLAN Group to address key issue #3.2: UP security policy for the 5GLAN group. This solution provides an easy way to make sure the security is coherent. Simply by requiring that the ciphering and integrity protection activation status of DRBs of all UEs belonging to the same 5GLAN Group shall be the same. In short, this means the security policy option “preferred” shall not be used in 5GLAN groups.
Commenting by Nokia: SMF provides UP security policy for RAN. There is no security argument for mandating the same security policy. However, the advantage of reducing complexity is acknowledged. 

Further, during establishment of the PDU Session, the SMF may contact the DN AAA in order to authenticate and authorize the UE for accessing 5G LAN-type service to the intended 5GLAN group. If the DN is providing its own security mechanism, an enforcement of UP security policy “required” by the SMF is not needed. 
Thus, it is proposed to add an ed.note related to justification of enforcing the same policy to all & it is suggested to follow solution #7, which considers above aspect by informing the SMF on the policy. Of course, it is SMF decision what to do with this type of information.
4
Detailed proposal

***
BEGIN CHANGES
***
7.X
UP security policy for the 5GLAN Group
It is recommended that the normative work for key issue #3.2 is based on Solution #2: Security solution for handling UP security policy for a 5GLAN Group on providing the same UP security policy for all 5G LAN group members, and Solution#7, which adds the additional aspect of SMF using for policy enforcement information provided by DN-AAA about protection mechanisms already applied by the DN in order to avoid double protection.
Editor’s note: It needs to be clarified if the enforcement of the same UP security policy to all group members can be mandated.There is no security reason for this, but it reduces complexity.
***
END OF CHANGES
***
