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1
Decision/action requested

This contribution proposes comments to S3-194315. SA3 is kindly requested to consider the comments. 
2
References

None
3
Rationale

This contribution proposes some comments to S3-194315 on AMF reallocation. The comments below are inserted in line to the text of S3-194315. 

4
Detailed Proposals

“When AMF re-allocation happens via the RAN, there are two possible problems that occur as follows:
(1) Target AMF can not send unprotected messages to the UE and does not necessarily share a security context with the UE  

(2) Target AMF unaware of the security context in use by the UE.

This contribution proposes to solve these problems with the following changes to the current AMF and UE behaviour, namely 

(A) The (initial) AMF can explicitly signal in a protected message to the UE that the UE shall (continue to) accept the list of NAS message given in clause 4.4.4.3 of TS 24.501 without protection “
[Comment 1]: 
A couple of NAS message are listed in 4.4.4.3 of TS 24.501, including Deregistration Request. The attacker can leverage this unprotected Degistration Request to maliciously kicking a registered UE out of the network, creating denial of service. 
“(B) If the initial AMF has changed the security context that the UE used to protect the initial Registration Request message, then the initial AMF shall indicate the changed ngKSI to the Target AMF, e.g. by changing the ngKSI in the forwarded Registration Request message to match the new ngKSI or via the RAN signalling. “
Note: In effect this causes the integrity protection of the Registration Request message to fail and results in the target AMF running a fresh primary authentication with the UE.   ”
[Comment 2]: 

First, Changing ngKSI or not, the problem still exists. 

Second, With a changed ngKSI the target AMF will not be able to retrieve UE context (inlcuding security and non-security UE context) from the source AMF. The context transfer works as follows: 

· The target AMF sends the context transfer request to the soruce AMF; the context transfer include the received Registration Request (RR)

· The source AMF will locate the security context using the ngKSI included in the request, and use the security context to verify the integrity of the RR. Only after suscesful verification will the source AMF returns UE context.

With a changed ngKSI, the source AMF cannot locate UE security context and the RR verification will fail, hence the target AMF cannot retrieve non-security UE context, which affects UE’s service process.

Third, a changed ngKSI mandates primary authentication. Primary authentication involves home network, introduces more signalings and poses delays for UE to use services.    
(C) The source AMF provides the initial AMF with the decrypted Registration Request message during the context fetch procedure.

[Comment 3]: The purupose of source AMF providing the decrypted RR to the intial AMF is to obviate NAS SMC between the UE and the initial AMF. However,  
First, this does not solve the registration failure where the UE had no security context when initiating the registration procdure. 

Second, the case exists that source AMF may not have the correct security context to decrypt the RR. For example, the 5G-GUTI the UE sends in the RR may no longer be valid. This is not a rara case, and 33.501 has considered exactly this case in other scenarios (clause 6.1.3.2.2 ). 

Third,  if the source AMF has performed horizontal KAMF derivation, according to current AMF processing logic, the intial AMF will initial NAS SMC with the UE anyway, no matter whether the source AMF sends decrypted RR or not.

Fourth, if the source AMF decides not to perform horizontal KAMF derivation, the source AMF does not need to send decrypted RR.
