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[bookmark: _Toc23347200]1	Decision/action requested
This document proposes the security procedure for S-KMC and S-KMS for the new TS on SEAL TS 33.434. SA3 is kindly requested to approve this contribution.
[bookmark: _Toc23347201]2	References
[1]	3GPP TS 23.434 Service Enabler Architecture Layer for Verticals (SEAL); Functional architecture and information flows.
[2]	SP-190901 New WID on Security aspects of SEAL. 

[bookmark: _Toc20237239][bookmark: _Toc23347202]3	Rationale
As S3-19xxxx proposes the skeleton for SEAL TS, it is proposed to approve this contribution to add details on security procedure for S-KMC and S-KMS scope for the TS. Details on Annex Y is proposed in S3-19xxxx.
[bookmark: _Toc23347203]4	Detailed proposal

*****Start of 1st Change*****

2	References

[1]	IETF RFC 6507: ''Elliptic Curve-Based Certificateless Signatures for Identity-Based Encryption (ECCSI)''.
[2]	IETF RFC 6508: ''Sakai-Kasahara Key Encryption (SAKKE)''.
[5]	IETF RFC 6509: ''MIKEY-SAKKE: Sakai-Kasahara Key Encryption in Multimedia Internet KEYing (MIKEY)''.

*****End of 1st Change*****

*****Start of 2nd Change*****
[bookmark: foreword][bookmark: introduction][bookmark: references][bookmark: definitions][bookmark: clause4]6.Y       Procedures and information flows for key management
[bookmark: _Toc23347221]6.Y.1       Functionality of the S-KMC and S-KMS
6.Y.1.1       Security procedure for Key management
The procedure for the provision of identity-specific key material when the HTTP proxy is supported between the S-KMS and the S-KMC is described in figure 6.Y.1.1-1. The procedure is the same whether the key management client in the VAL UE, a VAL Server or a Group Management Server is making the request.


Figure 6.Y.1.1-1: Provisioning of key material via the HTTP proxy
The procedure in figure 6.Y.1.1-1 is now described step-by-step. 
0)	The key management client establishes a connection to the S-KMS. As with other elements in the SEAL functional model, the connection is routed via, and secured by, the HTTP Proxy. 
1)	The key management client makes a request for user key material from the S-KMS. The request contains an access token to authenticate the user as defined in clause 5.X.1. There are the following types of request (as defined in Annex X):
a)	S-KMSInit Request. This request is the first request sent to the S-KMS to setup the user. This type of request is permitted to the Home S-KMS or to Migration S-KMSs.
b)	S-KMSKeyProv Request: This request is to obtain new key material from the S-KMS. The request may contain details of a specific identity required for key management, and may contain a specific time for which the key material is required. This type of request is permitted to the Home S-KMS or to Migration S-KMSs.
c)	S-KMSCertCache Request: This request is to obtain external S-KMS certificates associated with external security domains (managed by another S-KMS). The request may contain details of the latest version of the cache received by the client. This type of request shall only be made to the Home S-KMS.
d)	S-KMS Redirect Response (KRR) upload: This procedure uploads a KRR received by the client to the Home S-KMS. This type of message shall only be sent to the Home S-KMS.
e)	S-KMS Cert Request: This request is to obtain a single S-KMS certificate based on a provided S-KMS URI. 
f)	S-KMS Lookup: This message is to lookup the external S-KMS that should be used for a provided SIP URI.
g)	S-KMS Redirect Upload: This message is to upload a received discovery request response to the S-KMS for audit purposes.
2)	The S-KMS provides a response based upon the authenticated user and the user's request. For public safety use, the key material itself shall be encrypted using a 256-bit transport key (S-TrK). The response may also be signed by the S-TrK or the S-InK. The S-TrK and S-InK are initially distributed via an out-of-band mechanism along with their 32-bit identifiers, the S-TrK-ID and S-InK-ID, respectively. The responses are:
a)	S-KMSInit Response. This response contains domain parameters and optionally, a new S-TrK and/or a new S-InK.
b)	S-KMSKeyProv Response: This response provides new key material to the user and optionally, a new S-TrK and/or a new S-InK.
c)	S-KMSCertCache Response: This response contains new or updated home S-KMS certificates and/or external S-KMS certificates required by the user for communications with external security domains.
d)	S-KMS Cert Response: This response is an S-KMSCertCache Response containing a single S-KMS Certificate (or an error message).
e)	S-KMS Lookup Response: This response is to provide the client with information related to a Discovery Lookup request. Either the S-KMS URI that should be used for a user is provided, or permission is provided to use a specific External S-KMS.
The procedure for the provisioning of identity-specific key material when the HTTP proxy is not used between the S-KMS and the S-KMS client is as described in Figure 6.Y.1.1-2.


Figure 6.Y.1.1-2: Provisioning of key material without a proxy
The procedure in Figure 6.Y.1.1-2 is now described step-by-step: 
0)	The key management client establishes a direct HTTPS connection to the S-KMS. The following message flow is within this secure connection.
1)	The key management client makes a request to the S-KMS. The same requests can be made as defined above with a proxy.
2)	The S-KMS provides a response based upon the authenticated user and the user's request. Optionally, the key material itself may also be encrypted using a 256-bit transport key (S-TrK). The response may also be signed using the S-TrK or the S-InK. The S-TrK and S-InK are initially distributed via an out-of-band mechanism along with their 32-bit identifiers (S-TrK-ID and S-InK-ID respectively).
As a result of this procedure, the key management client has securely obtained key material for use within the VAL system.

6.Y.2       Provisioning key material to support end-to-end communication security
End-to-end communication security for either group or private calls requires the provisioning of key material from the S-KMS. The key material provisioned to each user is listed below:
-	A S-KMSInit Response contains the KMS Certificate (domain specific key material associated to the S-KMS), and may contain:
-	An updated S-TrK for the user (to replace the offline-provisioned, bootstrap S-TrK). 
-	Policy around the use of S-KMS key material (Home S-KMS only)
-	Address to which ‘S-KMSCertCache' requests should be sent.
-	Address to which ‘S-KRRupload' messages should be sent.
-	A S-KMSKeyProv Response contains zero, or more, S-KMSKeySets and may contain:
-	An updated S-TrK for the user (to replace existing S-TrK).
-	A S-KMSCertCache Response may contain:
-	The S-KMS's Certificate(s) (current, updated or future). 
-	Migration S-KMSs (S-KMS URIs, access addresses, provisional S-TrKs).
-	External S-KMS Certificates. This is domain specific key material associated with other S-KMSs. It is required to enable secure communications across security domains.
-	A S-KMSCert Response may contain:
-	An External S-KMS Certificate. This is domain specific key material associated with the requested S-KMS URI. It is required to enable secure communications across security domains.
-	A S-KMS Lookup Response does not contain key material, but may contain S-KMS URIs.
[bookmark: _Toc3886150]6.Y.3	S-KMS Certificate
A S-KMS Certificate is defined in Annex X. An S-KMS Certificate contains the following:
-	A Role of 'Home' or 'External', depending on whether the certificate is the issuing S-KMS's or is provided by another external S-KMS.
-	The KMS Public Authentication Key (KPAK in IETF RFC 6507 [1]).
-	The KMS Public Confidentiality Key (Z_T in IETF RFC 6508 [2]).
-	The UID conversion (as described below).
-	Choice of cryptographic domain parameters (such as those listed in IETF RFC 6509 [3]).
-	The time period for which this information is valid.
Certificates are identified by the S-KMS (S-KMSUri) and a unique identifier (CertUri). A (logical) S-KMS should only have a single S-KMS certificate active at any one time (based upon the S-KMSUri). Certificates may be updated using the CertURI. Should a client receive a certificate with a CertURI of an existing certificate, the client shall replace this existing certificate with the newly provisioned certificate.
The UID conversion mechanism defines how UIDs are generated. Using this information a VAL client can take a user identifier, and the current time, (e.g. the year and month) and convert these to a UID. 
EXAMPLE:	UID = Hash (VAL service ID, KMS URI, validity period info).
As a consequence, there is a one-to-one correspondence between VAL Service IDs and UIDs during each time period.
[bookmark: _Toc3886151]6.Y.4	S-KMS provisioned Key Set
S-KMSKeySet(s) are defined in Annex X and contain the following:
-	A user signing key for each UID for the current time period (SSK and PVT in IETF RFC 6507 [1]).
-	A user decryption key for each UID for the current time period (RSK in IETF RFC 6508 [2]).
-	The key period number associated with the current keys.
-	Optionally, the time period, for which the user key material is valid (e.g. month).
Editor's Note:	Key generation and key distribution is FFS.


[bookmark: historyclause] ***** End of 2nd Changes *****
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