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	Reason for change:
	This contribution proposes to implement the solution for mitigating (D)DoS attack on PNiNPN networks where UEs are accessing via CAG cells.

	
	

	Summary of change:
	Udpate to Annex I with procedure of network verifying UE’s CAG cell access check. 

	
	

	Consequences if not approved:
	Alignment with solution for mitigating (D)DoS attack on PNiNPN networks where UEs are accessing via CAG cells.
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*************** Start of the changes ****************
I.X
CAG cell access check for the UE
During primary authentication procedure for an UE accessing the network via CAG cell, the AMF/SEAF that initiates the primary authentication shall send the CAG ID (Identifier of the CAG cell which the UE accesses) in the Nausf_UEAuthentication_Authenticate request message to the AUSF. The AUSF includes the received CAG ID from AMF in the Nudm_UEAuthentication_Get request message to the UDM. The UDM shall check whether the UE is allowed to access the CAG ID. 

If the UE is allowed to access the CAG ID, then the UDM shall proceed further with primary authentication procedure. If the UE is not allowed to access to the CAG ID, then, based on stored authentication status of the UE and/or update to the UE’s Allowed CAG List, the UDM shall determines to proceed futher with primary authentication procedure, so that the network shall provide protected reject message to the UE or reject the Nudm_UEAuthentication_Get request for the UE from the AUSF, so that network provides early unprotected reject to the UE.
*************** End of the changes ****************
