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1
Decision/action requested

 It is requested to approve the proposal to TR 33.819.
2
References
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3GPP TR 33.819: “Study on security for 5GS enhanced support of Vertical and LAN Services”.

3
Rationale

This contribution proposes evaluation to solution #13 (CAG ID Privacy in PNiNPNs by embedding CAG ID in the SUCI). 

This contribution also proposes to conclude that solution #13 to be selected for normative work to address the key issue #6.2 on CAG ID Privacy. Solution #13 evaluation details how the solution #13 addresses the potential security requirement from key issue #6.2. 
It is requested to SA3, to approve the below proposal for the TR 33.819 [1].

4
Detailed proposal

START OF CHANGE
6.13.3
Evaluation


Key Issue #6.2 is about privacy protection of CAG ID of the CAG cell that the UE selects and indicates to the network. The solution addresses the key issue by embedding the CAG ID in the UE’s SUCI along with the UE’s SUPI. This enables the UE (during Initial NAS attach procedures) to send protected CAG ID to the network when UE doesn’t have a valid security context. The network (UDM) de-conceals the SUCI to SUPI and CAG ID. As home network public key and protection scheme used for SUCI (with CAG ID embedded) derivation are same, UDM that de-conceals SUCI will also be able to de-conceal CAG ID.
The proposed solution meets the requirement of key issue #6.2
NEXT CHANGE
7 
Conclusions
7.X
Conclusion on KI #6.2
For Key Issue #6.2 (“CAG ID Privacy”), it is recommended to use Solution #13 as the basis for normative work to mitigate the privacy threat on the CAG ID that is sent by the UE to the network, when UE doesn’t have any valid security context. 
END OF CHANGE 
